












Appendix 

This appendix is intended as an aid in meeting OECD 17 Supplement 1 (OECD 1 S1) requirements. Refer to the actual regulation for specifics to 
ensure compliance. Although specific to Good Laboratory Practices (GLP), the supplement’s various guidance may be appropriate for other regulated 
cloud systems and services. For brevity, not all references within the supplement are identified when addressing the same topic. 

OECD 17 S1 
Section# 

OECD 17 S1 
Section Name Select OECD 17 S1 Extracts Comment 

5.1 Responsibilities of the test 
facility 

Test Facility Management (TFM) may delegate 
contracting and managing such services to 
specialists or internal specialized departments 
responsible for general vendor selection, 
contracting and supervision…TFM is still 
responsible for the GLP compliance of the 
systems used in the test facility. 

Delegation of responsibilities between TFM 
and specialists or specialized departments 
should be documented and include measures 
for TFM “awareness and oversight.” 

5.1 Responsibilities of the test 
facility 

The circumstances of access and actions taken 
on the data need to be defined and clarified when 
a cloud service provider hosts data. 

Throughout the supplement there is emphasis 
on SLAs documenting a clear division of 
responsibilities between the cloud user and 
the cloud provider. The section 5.1 extract 
regards system administrator access. See also 
OECD 17, section 1.6. 

QA should review draft SLAs for GLP 
compliance. 

Final SLA approval remains with TFM (may be 
delegated). 

TFM should have procedures in place 
describing how data will be accessed and 
retrieved. These procedures are important for 
daily operations to ensure data integrity. 



5.1 Responsibilities of the test 
facility 

The study director should ensure that 
computerised systems (including virtual 
components that might be hosted locally or in a 
cloud) used in studies have been validated. 

The archivist is responsible for the management 
of archives. 

The Quality Assurance (QA) programme should 
ensure that GLP compliance is preserved. 

As with the TFM, GLP responsibilities of other 
staff are unchanged. 

Although supplier management practices may 
outsource specific procurement and 
contractual activities to external contractors, 
the QA unit is still responsible for managing 
and monitoring GLP compliance, including but 
not limited to supplier audits, software 
validation, and others.” 

5.2 Requirements It is the responsibility of TFM to evaluate the 
relevant service and to estimate risks to data 
quality, data integrity and data availability. 

Conduct quality risk management appropriate 
to the level of risk and ensure TFM awareness, 
including a detailed risk assessment. 

5.2 Requirements TFM should appropriately control all GLP relevant 
suppliers and subcontractor activities should be 
transparent to TFM. Written agreements between 
the test facility and the cloud service provider 
should mention if parts of the service may be 
subcontracted (see section on “Service Level 
Agreement”). 

GLP site’s audit of cloud providers (prior to use 
and periodic review) should include a review of 
SLAs for a cloud provider’s GLP relevant 
subcontractors (identification, responsibilities, 
and notification of changes). 

5.3.1.3.c Impact on GLP Compliance Associated new risk on data integrity and data 
availability: level of control of remote access to 
the data, level of protection of the data, secure 
location for the physical storage of the data 
(physical infrastructure access, disaster recovery 
strategy, recovery time objectives and recovery 
point objectives, location of the data hosting 
servers, long term integrity of electronically 
archived data). 

Specific data center locations and addresses 
may not be available to cloud users due to 
security concerns (see also section 6.3). 
However, SLAs should identify the regions for 
all data locations (e.g., production, backup, 
archive), as well as provide for advance 
notification of any location changes. The 
notification period should be specified. 



5.3.2 Cloud Service Provider 
Assessment 

Cloud service provider (and subcontractor) may 
hold certified quality systems. These may be 
considered by the test facility, if they support GLP 
compliance of the test facility… 

Test facility can also choose to outsource the 
assessment of the cloud service provider to an 
external expert and the appropriateness of this 
should be assessed by TFM, with the support of 
QA. 

Cloud providers may publish certification 
evidence on their websites. Certification 
results may be considered as evidence of the 
vendor’s quality system standing when those 
certifying organizations use their subject 
matter experts to conduct assessments. These 
certifications alone do not obviate the need for 
a well-considered, risk-based validation for 
GLP computerized systems (see also 5.3.4 
regarding computer system validation). The 
extent of validation should be based on a risk-
based approach that takes into consideration 
the evaluation of the vendor’s quality system.” 

5.3.3 Service Level Agreement 
(SLA) 

The SLA should clearly describe the test facility’s 
right to obtain all data and meta-data (including 
audit trails) in a readable and convertible format 
in case the contract with the cloud service 
provider is terminated (see also OECD document 
No. 22 chapter 6). 

The SLA should also indicate the means and 
allowed timeline for the cloud user to obtain 
data. The cloud service provider should provide 
specifics about the means and allowed 
timeline for obtaining data as part of the exit 
strategy. The SLA should allow for testing the 
exit strategy to ensure the means and allowed 
timeline are achievable and are in a usable 
format for the next data life cycle steps (e.g., 
archiving, use in a different system). 

When conducting (and testing) the exit 
strategy, the cloud consumer should use a data 
migration approach to ensure all data, 
including metadata, are moved completely and 
without data integrity issues. 

5.3.4 Validation of the 
computerised systems in the 
cloud-based service 

If the cloud service provider supplies part of the 
validation documentation, it should be assessed 
by the test facility for its relevance in the 
validation process. In case validation 

The SLA should describe what documentation 
would be required from the cloud service 
provider, the means of access, and required 



documentation from the cloud service provider is 
used, this should be readably available at the 
test facility. 

timeline for availability in support of audits and 
inspections. 

6.1.3 Rationale for Cloud Service 
Providers 

The rationale for the choice of the cloud service 
provider (see also section on “cloud service 
provider assessment”), even if internal, should 
be available and include documented 
assessment/audit of the cloud service providers 
quality system and qualification and validation 
processes. Any shortcomings identified should 
be mitigated by the test facility. 

Rationale and criteria for vendor selection may 
be found in documentation generated during 
the procurement process and be separately 
documented in other system records (e.g., 
validation plan, risk assessments). Evidence 
should be readily available for audit and 
inspection. 

6.3 Electronic archives in cloud 
solution 

Inspection of the location of servers used for 
archiving (e.g., buildings, rooms, and cabinets) to 
verify the physical security of the hosting 
facilities is not always possible, especially if the 
location is unknown. However, it is noted that 
some GLP compliance monitoring authorities 
require details on location of a cloud archive for 
physical verification, which excludes the use of 
servers with unknown location for the hosting of 
electronic archives. 

As appropriate, SLAs should include provisions 
for providing regulatory inspectors details on 
the location of cloud archives. 
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