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1. Background

One of the fundamental purposes of the Principles of Good Laboratory
Practice (GLP) is to ensure the quality and integrity of test data related
to non-clinical safety studies.

The way in which study data, supporting human, animal and
environmental safety assessment, is generated, handled, reported,
retained and archived has continued to evolve in line with the
introduction and ongoing development of supporting technologies.
This includes the increasing use of electronic data capture, integration
and automation of systems and other technologies. Systems can range
from manual processes with paper records to the use of complex
computerised systems. However, the main purpose of the
requirements of the Principles of GLP remains the same in having
confidence in the quality, the integrity of the data and being able to
reconstruct activities performed during the conduct of non-clinical

safety studies.

1. H®

GLP JFHIOFEARN 2 HI D —213, FEMGK % g BE 4
LT — 2 OME L R ERERT I TH D,

b b, B, BEOREWFHIEZ X 2 25T — 2 ofFRk. Bk
W R, PR RORE o U7k, SRR o8 A & ke 72 B
Fichbe GEL LTI T2, Zicit, &7 — 2INE, v
2T LOME L BEL, ZofhofffioffHomaaEn s,
AT LE, MORERIC X 2 FEES MR v e 2 — 2L
2T LOFHECHATH S, LA L, GLP JFHIOERFIHD F
REMX. WE, T 2 OREWICHEREE D JERRL 2R
BRoFERPICiTb N EE e HEREcE 2k icT s LItk
DY I,

2. Introduction
The following overarching aspects apply to this document:
1. This document provides guidance for test facilities or test sites that

conduct GLP studies or GLP study phases.

2. iFLdic
ZOFFaAv i3, MFo XS 2a@iEmailimssd s,

1. A3CE X, GLP 3B x GLP RBRERE % 266 3 % ik Bt 5%
NIFRBIGATICN T 2 A4 XV A TH B,
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For the purposes of this document, the term ‘test facility’ includes test
sites; the term ‘study’ includes study phases; and the term ‘study
director’ is extended to cover the responsibilities of principal

investigator where this is appropriate.

ACE I, TR & v ) AR B E £, [
Bl &S HEEIC IXEBRBE 2 & ., THBREIEE ] & v ) AR
. BB BT OREZ 1N —F 572 DICHARL T
w3,

2. The guidance aims to promote a risk-based approach to the
management of data that includes data risk, criticality and life cycle.
Users of this document need to understand the data flows they are
responsible for or involved in (as a life cycle) in order to identify data
that are likely to have impact on GLP compliance. In turn, this will
support the identification and the implementation of the most effective

and efficient risk-based controls.

2. KHAXVRF, T—R2DEHICEWT, 7—XDY 27 H
T, FA T ANV EEGL ) A R=RDT 7' —F 2T
5T lHHIEL TS, ZoOXHOMAEIZ, GLP #MEFICH
B L2 50 RMEDOD LT — 2k FET 272010, BB HEE%:
B, HHrVIIEET T — 20N (FA4 754708 LTC)
ZHRT 2 LED D B, Z DRER. B D BRI DO 7 Y R
I R—ZADEMIEERE L. EMEAIRRICT 2 TH S5,

3. Data integrity is the degree to which data are complete, consistent,
accurate, trustworthy and that these characteristics of the data are
maintained throughout the data life cycle. Data should be collected
and maintained in a secure manner, such that they are attributable,
legible, contemporaneously recorded and accurate, whether raw data

or a verified copy.

3. TR AVF YT 4 EE, T2 T, —HEXH Y,
BT, FHTZ25D0THY, T—Z2DOINLDFHERT —
RDTATHA I NEBUTHERF SN TR R EAVE WS, T —
23, BT -2 THNEEEFEAa v —Chh, IREME. AlHE.
[FIRFECERPE, IEMEME A2 o €. KTk cIUE - MRS in i
X7 b 780,

4. The guidance refers to the acronym ALCOA being Attributable,
Legible, Contemporaneous, Original and Accurate. ALCOA has

historically been regarded as the attributes of data that are suitable for

4, KH A4 £ v ZATlE, Attributable, Legible, Contemporaneous,
Original and Accurate D¥E ¥ % & o7z ALCOA 12D\ Tih~
T3, ALCOA (3fEHRIIC, BFIHWICGHEL 727 — 2 DJglk e
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regulatory purposes. ALCOA+ has been referred to in more recent
times to emphasise the additional attributes Complete, Consistent,
Enduring and Available. There is no difference between the
expectations related to data integrity for both these terms since data
governance measures should ensure that data are complete, consistent,

enduring and available throughout the data life cycle.

AIRINTEZ, . ALCOA+ LM IN D X 51ICR b,
Complete (5¢4:7z). Consistent (—EH D H %), Enduring (5K
e 78) . Available (AFWAREZR) &\ S EMEMEA B T 5 X
I oTee T—REAHNFVYANEER, T—2DITATHFA 70
ZHEL T, T—20%eT, —BEMRH Y. Akiryc. FIARTHE
THDEZ LRI 2L EEH 270, TNODHFEITVITND
T=2AVT 7V T4 TR TH B LITEVIT R,

5. The guidance addresses data integrity and not data quality since the
controls required for integrity do not guarantee the quality of the data
(see also definitions in section 3.4 and 3.5). Data integrity provides
control over the data (i.e. whether it can be trusted), whereas data
quality refers to the data characteristics that assure that data produced
are generated in compliance with applicable standards and can be used

for its intended purpose.

5. KAAA XV AT —20%REICOVTHRRTEY, T -4
DEEICOWTIHIBRTESL T, TR ICERkI N 5 EH
X, T— 2 DMWE RIS 27200 b D TlERw (3.4 Hik 3.5
HioERDSI), T—2A VT 7V T 413, 72 CNTHE
B (EECcZznlHd) 2T 2db0THY, —T7. T—X
B, BRI NI T — X 0NEH X B BEHEICHEMLL CTAERK X
n, BRISn-HWICHHATE 2 2 L %RG5E3 57— 2 Filk 2 &
U SERRAR

6. This guidance should be equally applied to the control of all data
types and formats. Some points are nevertheless focused, and

specifically applicable, to electronic data and electronic systems.

6. TOHA XV RIZ, BTCDT—X XA TR 7+ —~<v bD
FHICHEILAEHINIRETH S, L2LARDBL, W 20D
FA VM, BF 7T 2 RVCETFVATLICHESEZY TN,

7. This guidance should be read in conjunction with OECD
Documents No 1 (OECD Principles on Good Laboratory Practice)

7. K774 X v 213, OECD XE No.1 (OECD Principles on Good
Laboratory Practice) (OECD, 1997[1]). No.15 (Establishment
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(OECD, 1997[1]), No 15 (Establishment and Control of Archives that
Operate in Compliance with the Principles of GLP) (OECD, 2007[2]),
No 16 (Guidance on the GLP Requirements for Peer Review of
Histopathology) (OECD, 2014[3]) and No 17 (Application of GLP
Principles to Computerised Systems) (OECD, 2016[4]) and applicable
national regulations. The GLP Principles that reference data integrity
can be found in SectionII, 1.1.2.btoe, 1.1.2.1,1.1.2.q, 1.2.2.f, 1.2.2.g,
1.2.2.4,1.4.3,2.1.1.c,3.4,7.1,7.4.3,8.2.6,83.3,8.3.4,83.5,10.1 of
OECD Document No 1. Where relevant complementary information
1s contained in this document and other documents, reference is made

within the text.

and Control of Archives that Operate in Compliance of the
Principles of GLP) (OECD, 2007[2]), No.16 (Guidance on the
GLP Requirements for Peer Review of Histopathology) (OECD,
2014[3]). No.17 (Application of GLP Principles to Computerised
Systems) (OECD, 2016[4]). K UN#EH & 112 ENKIH & ff¢ <
HENDZREDDTH D, T—ZAVT YT 4ICDBTEML
T3 GLP JHAllZ, OECD Document No 1 &+t 2 & = v II,
1.1.2.b~e, 1.1.2.1, 1.1.2.q, 1.2.2.f, 1.2.2.g, 1.2.2.i, 1.4.3, 2.1.1.c,
3.4, 7.1, 743, 8.2.6, 8.3.3, 834, 83.5, 10.1 icE#HI N T
W5, AXHRUZ Ofho CEICBI#E ST 2 R IERA G T v
G, AXPTERL T2,

3. Definitions and terms

3.1. Data

Data are quantitative or qualitative facts, figures and statistics
collected for reference or analysis. These include all original records
and verified copies of original records, including raw data and
metadata and all subsequent transformations that are generated or
recorded at the time of the GLP activity, and allow complete
reconstruction and evaluation of the GLP activity.

Data can have different formats (e.g. analogue, digital) and structure,

3. EEMUHEE

3.1 F—2%

F—& L3, BRI DN O 72 D I UE X W7z E B U ETER
BEE, BER ORI L Th B, 2 bicit, GLP iGEokF
MCERNIFRHFINSZET —Z RO 2T =2 WKRICZ D%
DETOELRE &L, 2T OJFERHRK CF R DOMEER H 2 v —
D& E ., GLP iGH)05e4 7 FHlEE L O3l 2 IREIC 35 H @
Th 5,

T3, B Wl 7Fes FYEL) S, LA
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layouts (e.g. on paper or on screen), sources (e.g. chromatography
charts, text, image, video, etc.), and media used to store or present

(paper, DVD, photo film, tape, electronic files, etc.).

7o b Bl b EEE), VX Bl e T TF
A bR, BT ARE) REXFRRCHERIhIAT 4T
(#t. DVD, BE7 4 VL, 7—7 BT 7 7 A V72 E) HFHE
ER-E

Data may be captured or recorded:

1. by manual recording, on paper or in an electronic system, of an
observation or of an activity;

ii. by automatic recording, on paper (by automatic printing) or in an
electronic system, using equipment that range from simple
instruments through to complex highly configurable computerised
systems;

iii. using a hybrid system where combinations of paper (or other non-
electronic media) and electronic records constitute the raw data;

iv. on other means of media such as photography, imaging
methodologies and technologies, chromatography plates, etc. that

could be generated manually, or automatically or using a hybrid

system.

T =2 I TR X 5 I TRk I N B,

i BIESIIEE 2 X E T2 A7 L ICFB Cask

i, BB o @I RE MR v e 2 — 2L X
TLET, IEIE BB LT M E (BEEIR) SULE
T 27 LI HEhECER

i, Mt (i Zz ofth o IFETHIE) BT RLmOMAEDE A
T—REBETE AT Y FURT LR

iv. BE, BT E RO, 2= 7 74 -7 L —}
7582 OMOBE LeFE, BB, XiIAA 7Yy Py AT LI
X o THRK

Raw data
The Principles of GLP define raw data as all original test facility

records and documentation, or verified copies thereof, which are the

ey 4
GLP JFHICIZ. [HhTF—%] tid. SAEBRICB T 3 R OBE XN
HEIORERCH V. GLP 158) D 584 70 IR S 05 % RIREIC 3
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result of the original observations and activities in a study and allow
complete reconstruction and evaluation of the GLP activities. Raw
data also may include, for example, photographs, microfilm or
microfiche copies, computer readable media, dictated observations,
recorded data from automated instruments, or any other data storage
medium that has been recognised as capable of providing secure

storage of information for a time period.

%, BRI ORI A O LEDOA Y P F A, NidZ OMELF A 2
P ERINTVDE, T/, E7 -2, HlxiF, BE, <
A7 740X F~vA4 70874y vaDab— avVEa—2X&
T I D ATREZn A, DIk U 22 8IS AE . BEL & - R8s
bOFERT — &, I —EWRIEREZ L2 RETE LD L
N7 Z DD 7 — XL ERAEIEENE 2 LD 5,

Record

A record is a piece of information (e.g. data). The term original record
is used to describe the first source of information or data capture.
Original records are generally raw data. If an original record meets the
definition of raw data, but is not considered as such, this must be

justified.

La—F

La—FeiE, il (F-44) ol Ths, AYYFLL
I—F eI BEIL, ERPLT — X ORYIOINEREZ R T DI
bid, AV Y FrLa—FE—RNcET—2ThHs, AV
FALa—FPET—ZOERLZHLZLTVIICL2r0bbT,
BT =2 BBEINTCEEEF. ZOIELEELRTHLELRD S,

Verified copy
A verified copy is a faithful representation of the original at the time
the copy is generated. A verified copy may be stored in a different
format or document type to the original.
Verified copies can be generated to:

make a duplicate of the originals to include them in different files

(for example, experimental raw data common to several studies);

BRAFF A 7 & —

BREE A 2 v —d, a =034 INRH o4 ) UF Lol

KEBEETH L, BEEFHa—13, AV YV F & 38 n 5K

XIIXHELA T TIRET L EHRTZ B,

BREF A a e — XU ToH TSI N5,
FVCFAENDT 7 AN AND 72D ICEHBEERT 285
A WX, EHoRBRIcHhET 2 EROET — %),
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extend the retention period of some data whose format does not
allow preservation (e.g. thermal printouts);
allow the retention of the data if the original cannot be kept without
causing a risk to other archived materials (for example, paper raw data
stained with animal fluids, chemicals etc.);
facilitate the exchange of data;
support archiving activities.
The most common processes to generate verified copies from static
records are:
* photocopy of a paper record (paper to paper);
+ scan of a paper record (paper to electronic);
* picture of a paper record (paper to picture);

+ screen shot and printout of an electronic record (electronic to paper).

R cE Ao 7 -2 ofEHH A ER T 254 (i
JRENE D FTRI)
fthoREERNCY) A7 2 52 FICAH VY F A ERETEST 2
v— DR ® b s 5E (il - B o ke e e
HNTARDOET — 270 L)
7 — X DA E FIFICAT 5 B
BRI E 2 R — 35720
LR DRGEA A a2 v — % AR T 2 d ik 7o € X
AT oY Th 5,
MOFLERD 2 v — (i 5 #0)
ok 2 * v v (2 HET)
oGO FE (o b HH)
BIREOR 7V —vvay b e TV RTU N (EFH2H
)

Derived data

Derived data are obtained and reconstructed from raw data (e.g. final
concentrations as calculated by a spreadsheet relying on raw data
obtained from an instrument; result tables as summarised by a
Laboratory Information Management System (LIMS), etc.). Derived

data are obtained by data processing.

72

RET—xLix, £ET7— 220G oh, fHEKINZT—% (I
ZIE e RO NET - XDV TAT LYy Fy—F T
APE X 7 A& IE B, Laboratory Information Management
System (LIMS) TE & LN7ZfERKRE) 0o, RET —
gLld, T2UHMIC KXo TH/HONET XD L TH 5,
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Metadata

Metadata are data providing information used for the identification,
description, and relationships of data. Metadata give data meaning,
provide context, define structure, and enable retrievability across
systems, and usability, authenticity, and auditability across time. For
electronic data, parts of the metadata can be generated in audit trails.
Metadata form an integral part of the data. Without the context
provided by metadata, the data have no or limited meaning. The degree

of metadata missing reduces the ability to interpret the data.

AR T =K

ART =g N3, T— 2 OFH . BRI R 3R Rt
TET7 2Dl THD, ART—XIE, T—RICEREL Z,
TaRiFmzRIE L, MEzERL, v A7 ABOMNY L L)
ZwlReIC L, Wefdl 28 2 2 G HITE, (SRt B2 RIS 5,
BT —205E, A 27— 20—#IFEEIHE L TERI N

¥

ART =R, T—RDAAIR GGG HTER S 5, A X T —XIC
Ko TR I N2 TRERB R I NIE, 7 — 2 IEERZ Rz 0w
2 RoNZZERL R mv, A X T -2 OREOREICL -
T, 7R &R 28 3MET 3 2,

Audit trail

The audit trail is a form of metadata that contains information
associated with actions that relate to the creation, modification or
deletion of electronic data. An audit trail provides an automated secure
way of recording life cycle details such as creation, additions,
deletions or alterations of information in an electronic record without
obscuring or overwriting the original record. An audit trail facilitates
the reconstruction of the history of such events relating to the record,

including the ‘who, what, when and why’ of the action.

BB

BiAREEh & (X, w7 — 2 OfFk. £, HIlRIcBES 27 7 &
3 VIO WEREET A X T — 2D~ EETH 5, BEEAH
X, BT RROEROIMER, BN, MR, ZEARED T4 794
I NVOFEl % SO EAABIC LY EEX LV T L
5 HEIRIC K RIS T 2 ik 2R3 2, Bdathid, ik
ICB#E T 5 20 X ) Rk FEOBEOHEELZAZIC L, GHO
(G203, %, o, e 2&T,
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Data can have different structures. T — ZITIIRR A e iER B B,
Static format i E

A static record format, such as a paper or electronic record, is one that
is fixed and allows no interaction between the user and the record
content. For example, all paper records are static records. Electronic
records that do not contain any link to other records that allow
interaction are also static records. A printout from a basic electronic
balance, where no electronic data is stored, is an example of a static

record from an electronic system.

FrrEii s, HOOEETRRO XS I, BEINTHY, 2
— ¥ — LN AEORICHAERA RS DTH 5, iz, #
DELER IR THIIEIRCTH 5, tHAMEM Z ATREIC 3 5 D FCER~
DY v EEERVETIERDFERCTH L, ETT — 23R
FINTOR RN LE T K2 S OHEIYIE. EFv AT 4
6 OFEEERD—flTH 5,

Dynamic format

Records in a dynamic state are mostly electronic records that allow for
an interactive relationship between the user and the record content.
Examples of a dynamic format include chromatography data
maintained as electronic records to allow the user to zoom on the
baseline, to view the integration more clearly, or to have direct access
via electronic links to the sequence of analysis, the table of results, the
audit trails and the methods of acquisition and integration. Records
electronically signed are also dynamic records as they contain a link

with the authentication of the signature.

B

B RREDRCER L, F L A EE TR TH Y, 2 —F—LF
BRNE L o oM EER % fligicd 5, B ofliciz, &
L LRI Cwbosua~ b o974 =T —20bHY, 2
—F—FR—2AFAVERIERLZZY, B % L W REICFRRL 72
D, SWTONER. fEROR, BAEES, INEMROESOTER Y
BTV V72N LCEET 72X T3R8 TE 5, EFEL
INEEkIE, BLORILL D) v a0, Bl RidikT
5,
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File structure

The way in which most of the electronic data are structured within the
GLP environment will depend on what the data will be used for and
the end user will almost always have this dictated to them by what

software / computerised system is available.

7 7 A

GLP BT COIZ L AL DETT — 2 DR EIZ. 207 —
APMNAER I N D IMKFE L, =V F2—F—ick o TlL, &
LAEDES FIHATRER Y 7 by 2T a v a— 2Ly AT
LickoTkOLNE Z LICR D,

Flat files

A flat file consists of a single table of data, has no internal hierarchy
and allows the user to specify data attributes i.e. its data structure is
self-contained and limited.

Flat files can be thought of as being similar to the files in a file cabinet
drawer, a collection of single records each containing standalone data.
The most commonly known flat file would be a .csv or .xls file or a

Microsoft Word™ text only document.

ZZwv P A0

77y 77 ANE, DT — 2T — 7OV THER S L, NERIC
B 2, 2= =T — 2 DBUEEEET LB TE 5,
Thbb, 207 —ZHEEIIH TN TREN TS 5,
770 b77A0EF, 77 ALF LY FORIEHLICAST
WBE77ANDES IR bDT, ENENBMIL LT — 22 &
H—Dftk0ET W EEZZLNTE S, D AL N
TWw377v 77400, csv Xidxls 7740, HE0IE
Microsoft Word™»D 7 ¥ X b DADXETH 5,

Relational databases

Relational databases are a collection of tables linked together using a
common piece of data, such as a study number, and can be arranged
to highlight specific information for ad hoc queries. A relational
database is a scalable and query friendly tool that provides the ability

to capture a wide variety of data types. Relational databases are

JL—>atnr—KF~xX—=X

JL—vatr 7 —2X—2 3, fABFS kL odEr — & %l
HALCY v o a7 —71r0EAEEKTHY (EEDOZ/ TV ICTL
> THEDEREZMMT 2 L) CHET LB/ TES, VL —
vat T — 2= 03, PERERE L. 22V ICHE LY —
ThY, RAREEOT — 2% WVAD I e TE S, VL—v
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usually not used to record raw data.

Relational databases store different components of associated data and
metadata in different places. Each individual record is created and may
be retrieved by compiling the data and metadata for review using a
database reporting tool.

For example, electronic records in a database format allows the user

to track, trend and query data.

2 FNNT — XX LEE, BT — 2O IIER I v,
JL—vat T —ZR—R [, #HT 2T X AXT—2D
Wi avR—3 v bR IGNCRET 2, (ERE L7 %
DEtdklE, T—F A XT =2 Fav i LTilbickh, 7
—ZARXR=ZDL K=Y AL T L2 —F 50D
M) =T %3 BT ENTE S,

Bz g, 7T —2x—2BAOBEFIE, 2 —F -7 — X%zl
PRL. R Z T, BKVAAET L & ZATREICT %,

3.3. Electronic signature

An electronic signature is a signature in digital form that represents
the hand-written (‘wet’) signatory.

Different types of systems exist from simple ones (e.g. internal user
identification with password) to complex systems of signatures (e.g.
with an external, certified electronic signature service that provides
with timestamp and encrypted information behind the signature). To
be considered as an electronic signature in legal terms, the associated

level of control required is defined where relevant by local regulation.

33. ETEL

BYELEE, THEo (Vv b i) BRCHYT TV
NMERDEHLTH D,

Hiffize b o (fl: X2T =PI X 2NE2—F =) 25,
BEHRBL L AT L (fl: 2 A LAR Y T LBLOERICH BIE
Tl n G ERIE T 2 ORIE S N-ETEL I - X
BT 2) £T. BAREZA TDOY AT ABFEET B, BT
BIBERLARINDGZDICE, BELE INLHET2EHL X
ADBHIOBIGNC X > TERI N TV L RERH 5,

3.4. Data integrity
Data integrity is the degree to which data are complete, consistent,

accurate, trustworthy and reliable and that these characteristics of the

34. T—RAVFITYVT4
F—RA VTV T 4 LE, T 2% T, —H L., IFiET.
BHTZ, BETEIPEI ., T-20oMERT—2DF74 7
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data are maintained throughout the data life cycle. Assuring data
integrity requires appropriate quality and risk management systems,

including adherence to sound scientific principles, good

documentation practices and training of personnel.

A I NBRICD > THEFRF I N2 D0 E ) »pDOEAVDZ &
THb, T—RAVT YT 4 ZHRT 50Tl BREFE
PR sy WY 7 CE L D, ABDFIRZ &, @) 7 b
BROY R 7EMY 2T LHESETH 5,

3.5. Data quality

Data quality is the assurance that the data produced are generated
according to applicable standards and fit for intended purpose. Data
quality is assured by appropriate study design that accurately and
scientifically addresses the experimental question and hypotheses
being studied and by the availability of adequate resources. Data
quality affects the value and overall acceptability of the data in regard

to decision-making or onward use.

3.5. F—&WHE

T2 DOME LT, B E 2T — 2 HNE I TRE A R HEICHE - T
AR I, BERENZHNICHEAL TWSE Z L Z2RIET 5D DT
Hb, T—X2OMEIL, IS T B IR 22 FER S KIS
ETfE 2> DRMERNIT L3 2 58 V) 72 3Bk 7 9 4 v & Y EE O
FIFICX > TREEE N D, 7T — X DEVEIZ, BEPE L UROff
FIicBIL <. 7— 2 offiifi & RN ZEEICEE L5 2 5,

3.6. Data life cycle

The data life cycle includes all phases in the life of the data from
generation and recording through processing (including analysis,
transformation or migration), use, data retention, archive, retrieval and

destruction.

3.6. T—X5A4AT7H 470

T—=RFATHA 7 NITIE, T — X DER KRS 6 L (5
. B 3BT 2 &), A, 7 — 2 R, BRMRA U b
V—TRUERICELETDT —ZDITATH A 7 VicBIT S
ETCOEEBEEND,

Data approval: Data approval is the act of authorising data after
collection, processing or verification to record that data are

suitable for their intended use.

F— RO T REA LI, T E2RERINEHIC
WL TW5 Z ek ds7-oi1c, IUE, W, YIIMEED
BT — 2 DIEUEZRD 2ITAE VI,
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Transcription: Transcription is the process where data are
manually copied from a source into another record of data set.
Transcription can occur when:
o the same information is recorded in different records (for
example, the date of arrival of the test item is recorded in multiple
records such as logbooks or proformas);
o data are entered into a computerised system for calculations.
Transcription of manual records into an electronic system

constitutes an example of a hybrid system.

MRt tHmad L ik, T—2 &Y — A2 bHl0T — X+ v F O
fRicFEIcCavr—337 02X TH 3B,

LRl A T o X 9 & iciftbiL s,

o [Al—DEME R 2 RICERT 2 5E (B2 3. #RmE
DEE H % HEFEC B FERC R & OB DL IC R #R)

o F—fEkavea— Lty AT LICANLTCHET 254
FHRMEZET VAT AL T8I Ty PR
TLD—HITH B,

Data processing: Data processing is a sequence of operations
performed on data in order to extract, present, calculate or obtain
derived data in a defined format. Examples might include
calculations in a spreadsheet, statistical analysis of individual test
system data to present trends, or conversion of a raw electronic
signal to a chromatogram and subsequently a calculated numerical

result.

T 2B T 2k ERINLBXTT — X 2
H, F#on, BHRL. HRET -2 2185 =07 —2icxt L
TfThbivd —#EoBEFoZ L Th b, Hlzid, A7y Py
— F COFHE, fx DR R T L DT — X HIREICHNT
LM znRs e, AOBETESEZIn~ 7T LICE
L. Zotk, stHINEEERREZE2 a8 TN
%,

Data migration: Data migration is the process of moving electronic
data between different data storage types, computerised systems,
or simply the transition of data from one format to another. This

may include changing the format of data, but not the content or

T BT T A BT, BT AR RS T 2R
L=V 2 A TRava— 2Ly AT LETHEI &2 7
kR, NFHEICT—2% 55X »bHloBcBiTE ¢
52LTHD, ZNICE, T—R2DOBAALET 2 L rE
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meaning, to make it usable or visible on an alternative

computerised system.

TN, NECEKREIZHEET, floavea—x{Ly=x
7 L CEPREN IZ R A[REICT 522 b H D,

Computerised system transaction: A computerised system

transaction is a single operation or sequence of operations
performed as a single logical unit of work. The operation(s) that
constitute(s) a transaction may not be saved as a permanent record
on durable storage until the user commits the transaction through
a deliberate act (e.g. pressing a save button, see also “data

approval”), or until the system forces the saving of data.

V2= AT LTIV v ay i avea—x{L
VATLN TV v aviid, BoofmBEEER L L
TRITENIH—DREEXIT—HOBEEEX VWS, T vH 7
va vEBET 2 EREL. -V - 8BERN R (R
FRE 2T [7—2KR] bSH) KXoTh I vH 7
T avEMETSET, NEY AT LDBT — X DREEET
T3 F T, KRR E L ClitAMED b 2 GLIRERE IR
INBZ LT,

Data retention: Data retention is the storage of data which may be
for the purpose of archiving (protected data for long-term storage)
or back-up (electronic data or for the purposes of disaster

recovery).

T—ZORFE T 2 ORFF T, BRHRTFEOHIN O T — X
(RAMREFD 720 ORI e T — 2)XiE A~y 72 7 v 7 (&
F7 2 XEKERADOZDDT—2) 2R FT52LTH
%o

Back-up: A data back-up is a copy of current data, metadata and
system configuration settings maintained for the purpose of
recovery including disaster recovery.

Back-up allows for provisions made for the recovery of data files or

software, for the restart of processing, or for the use of alternative

computer equipment following a system failure or disaster.

N IT T F—=RDNy 7T v Teld, BDOT— X,
ART =R VAT LEEEEDa L —T, KEEAZED

FEZHIE LCiEffE s b0 Th 2,

Ny 72Ty Ik, VAT LEECKERIC, T—%7 7
Aney 7 v =7 OFEH, MO, {Eoava—
SEEBROMBH R L OXENTE B,
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Archive: Archive means a designated area or facility (e.g. cabinet,
room, building or computerised system) for the secure storage and

retention of records and materials.

EORMR I - BRMRTEMER & 13, SCPR e B R 2 B2 IR -
R4 2 720 I E S N K E% (F v et v b, R,
BY), avea—2{Ly AT LRE) B,

3.7. Data governance

Data governance is the sum total of arrangements to ensure that data
(irrespective of the format in which they are captured, generated,
recorded, processed, retained, archived and used) are attributable,
legible, contemporaneous, original (or verified copy), accurate,
complete, consistent, enduring and accurate (ALCOA+) throughout
their life cycle.

These arrangements can consist of a single standalone system or

across a combination of systems within a test facility.

3.7. TR HNF VR

T RANF R, T—& (R, B Rosk. B, fRER,
17, BHCTOERICBEADSF) 25, 2074 7% 4 7 %@L
T, IwiEtE, ek, FRE. 4 ) Y oidik CUIMEER 4
av—), IEREME. etk BN Kbtk B (ALCOA+)
ZHER S 2 72D DY R DI TH 5,

INOLDFREF B— DM L7V AT LTHRENEZ LD D
i, RERERNOER D > 2T L DAL LETHKE LS C
L SR

4. GLP responsibilities for data, from generation to archive
Study Personnel
All study personnel are responsible for recording raw data promptly

and accurately and in compliance with the Principles of GLP.

4. F—2icB84 35 GLP 0&#, £Hd» bR EE T
BRI
STORBRIHYEIZ, h7F— 2 2l oM ICEE L, [GLP
DA & EFT 2 EERD 5,

Study Director
The study director should ensure that:
all raw data are fully documented and recorded;

computerised systems used in the study have been validated,

HBREAE

RERETH U T O L 2R T 2 LERDH 3,
BTCOET — 2RI EF NI N, LI hTnd L
RERICEAENE avea— 2Ly AT LR, T—2A VT
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including requirements associated with data integrity; and 7Y T4 BT 28R EDT, BREEI A Twa T L
after completion (including termination) of the study, the study | + FEDET (KT Z2&T) &, SABEHEE, RAEHREE.

plan, the final report, raw data and supporting material are 7T — X ROMER 2 R L. SR RIc L e T — X
archived so that all the material, including data, needed to ratbecoarsfHcE2kricTsc e

reconstruct the study remain available.

Archivist B RARE RS

The archivist is the individual responsible for the management, | ERHRIFMEHEEH & 1d. [GLP OJFHI | icft - T, ¥EK
operations and procedures for archiving in accordance with the | X OUETFHI% T — 2 O BERMRF 2 &1, BERMAFOE R, #E,
Principles of GLP, including archiving of data, physically and | FIEICHELEZFK>ADZ L TH 5,

electronically.

Test Facility Management EE B

Test Facility Management (TFM) is responsible for the organisation | EEHEHH (TFM) &, 7 — X B3AL X 1L 5 ftigx O #HH% & U FERE
and functioning of the facility where data are generated. TFM should: | ICEfZ & 5, TFM [ZLAT %2179 RZ TH 5,

ensure that a sufficient number of qualified personnel, appropriate T—=RTNFVARMERT 272000 Y 2%k ED, iz
facilities, equipment, and materials are available for the timely and WIRF 2 DY) IC KT 2 =01, T BoRERKE. @)
proper conduct of the study, including resources to ensure data Zshak. axfii. MOBEMABHIHAGETH 5 & 2MfERICT 2
governance; e

ensure the maintenance of a record of the qualifications, training, | + & HMRKKOCEMNEOERK, F L —=v 27 FEEKOCRHN
experience and job description for each professional and technical RO MERICHFT L L

individual; - BB ES ORIz TR AR & B ICERAER L BTG U T,
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ensure that personnel clearly understand the functions they are to
perform and, where necessary, provide training for these functions,
including training on data integrity;

ensure that appropriate and technically valid standard operating
procedures (SOPs) are established and followed, and approve all
original and revised SOPs, including those relating to the data
governance system;

ensure that an individual is identified as responsible for the
management of the archives, including data, paper and electronic
archiving;

establish procedures to ensure that computerised systems are
suitable for their intended purpose, and are validated, operated and
maintained in accordance with the Principles of GLP, including
functionalities associated with data integrity;

implement systems that comply with current regulatory
expectations; and

ensure that residual risks associated with data integrity are

identified and mitigated.

T—=RAVTZITACETE L —= v T RED, b
DHFEICET 2 L —= v 7 RT3 2 L 2 REET 5 2 &
Y] 22D AN AR R HERAE FIEE (SOP) 28z & .
BFINTWE T LARERL, T —EZHANF VRV AT LI
BhiE T 202 G502 TOAF ) VI RUHRET X L7z SOP
HERRTH L

F—2, MROBETT— 74 7% ECERMAEEZ O EHIC
BEZAIHASHERICREI LWL T L

IV Ea— 2Ly AT LPEMINZHWICGEL CTE D,

— XA VT )T 4 BT 2R R &9 GLP O JFANCHE
o THGE, EARUHERF SN TWE 2 L 2ERT 27200 F
i % ffEr 35 2 &

BTEOBIHI L O MFFICGHE T2 v AT L2 BAT 5 L,
T—=XA VTV T 4 CBET 2R R T RHERICRE
L. B3I 2L

Quality Assurance Personnel

Quality Assurance (QA) Personnel should conduct inspections to

1 REIE(RAL %
fERMERREI 5 13, 2T oD GLP DJFHNCHE - T HiE X
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determine if all studies are conducted in accordance with the
Principles of GLP. This may include data collection, data capture
systems, implemented data governance measures and associated SOPs

and should be included in the QA Programme of the test facility.

NTWE2E 2 W+ 37200 HHE2THIETHE, Th
Wik, 7=, T—2INE T RT L, EiInizT —2H AN
F v AR R OBEET 2 SOP & T 25464085 0, REE
DQATRIT T LICEENDLERETH D,

5. Principle actions to ensure data integrity
1. TFM should ensure that systems implemented within the test
facility produce data that are attributable, legible, contemporaneous,
original, accurate, complete, consistent, enduring and available
(ALCOA+) in all its forms, i.e. paper and electronic. The study
director should verify that the implemented systems are fit for the

integrity of the study data.

5. 7—=2AVT 7T 4 HERD -0 DEEARFIH
1. TFM (Z3BERICEA L 72> 27 20T, fElEh 3 b
LW BBREDT — 2 (3 75b blBESLETHME) DRRELE.
etk FREE, 4 ) Y F v oidsk. EErE. wetk. —B Kk
Fetk. FIFAAREYE (ALCOA+) %2{RAET 2 & Th 5, dBREH(T
FIFEAINTZY AT LR T — 207 2EIGEAL Tn» b
L ERERTIRETH S,

2. TFM 1is expected to implement a fully documented system with
supporting rationale that provides an acceptable state of control based
on the data integrity risk. An example of a suitable approach is to
perform a data integrity risk assessment where the processes that
produce, process and/or store data are mapped out and each of the
formats and their controls are identified and the data criticality,
inherent risks and appropriate mitigations documented. Other
documented approaches to the identification and control of data

integrity risks can be acceptable.

2.TEMIZZ, 7= AV T 7V T4 D) A7 BFREINGELE
HRFEICH 2 Z LR LF LI NV AT L 2B AT 5 2 L3
FFaNd, @Y7 7e—Fofile LTld, 7—XBERI N,
IR X, RSN 2L EEICHEL, 77— 2B 208
WEERET S, T2 OEEE, T—XICNET LY R
X DBRHMEELENT 2T 2 A VTV TADY AT+
ARAV I EATIC L TH D, T—RA VYT VT 4 D) RT DFF
ELEBICIE, NI EEM S Z L bFREIND,
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3. Arrangements in place within the test facility with respect to
organisation and personnel, systems and facilities should be designed,
operated and where appropriate adapted to support a suitable working
environment, i.e. providing an appropriate environment to enable the

function of effective data integrity controls.

3. BN TR T 2 & BRE L (AL MERIcBE T 2 BUE

X BV R RE Y 3 /-0 kG, EAL, B8RS

BHET 5, $hbb, @YIREEREL LT, 724V T
B 2 E B DS R IS RE S A BRI 2 .

4. Data governance must be applied across the whole data life cycle to
provide assurance of data integrity. Data governance should address
data ownership and accountability and consider the design, operation
and monitoring of processes/systems in order to comply with data
integrity requirements, including control over all changes to data. Data
governance systems should also ensure that data are readily available
and accessible. Electronic data should be available in human-readable

form.

4. T—=2A VT 7V T A% RAT 272010, T—FHANNF VR
BT —RDITATHA AR L CERAT %, 7 — 2 HF
YARRXT — 2 OFEE L HHBEFRICBED 2 RHTH Y T — &4
VIO YT ADEREM T EODY AT LB D VI FEERE
(ZN L2 TOEEER L &) Oakah A, B2 RE 3 2,
F—RHRNFVADEDDY AT L, T—EZBHECRT L
GICAFTELZ L 2RFETRECTH 2, BT 7 — Xk, ARH
70 B CHIATRE TR T e & 7w,

5. The approaches used for the management of data governance should
use risk management techniques to detect risks for data integrity
failures within the test facility’s systems, to minimise the potential risk
to data integrity and to identify any residual risk. Approaches used for
the management of data governance (e.g. SOPs) should always be
approved by TFM. The effectiveness of the data governance approach

should be monitored and assessed on a regular basis as defined by

5. T —=ZHNFVRAOEHFRIZYV R I AT AV FOFEZT
R, B ORI ZNE L CTw 3T =2 A v T 7 T 4D
W AR 2 e, T2 A v T ) T4 BT BEHEY R
7 im/MEL, BV R 2FET 2 FIETHINETH L, 7
— R NGV ADEROI=DICHHT 2 b D (il 21X SOP),
W TFM OEEEZ T %, T— 2 HANF v ADEBFEOE
PiZ. TEM O Y ko /5@ Y | E I B R OFHi 3 5 .
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TFM.

6. TFM is expected to ensure appropriate resources and training. Data
governance systems should include staff training in the importance of
data integrity concepts and the creation of a working environment that
enables transparency, and actively encourages reporting of errors,

omissions and aberrant results.

6. TFM IC (8] e %= E IR O LR & I o EfEs ifs s L 5,
T=R2HNF Y ZADEKGNCIE, T—=2 A VT )T 4 OB E
ZUHEZBBICHET 2 2 b, B B 2 ERERE 2 MRS
5 ET, AP REEE L. BEOWE 2EMIICRST LD E
INTWw3,

7. The risks to data are reflected in their potential to be deleted either
unintentionally or intentionally, amended, altered or excluded without
authorisation or without the ability to detect such activities and events.
The risks to data may be increased by complex or inconsistent or
missing processes, with open-ended and subjective outcomes. Simple,
well-defined tasks that are undertaken consistently and have a clear

objective should be established to mitigate such risks.

7. 7= T BV R, BRILZ»E I Ik bd, 77—
ZDPHIBREI N0, HERA LWL 2 2bb T T — X 2EIE, &
SYINCETE, BRALZY . 2 b offEieHkEERETE v
AREMEA R E T2, T—2 D) A7k, EHfc. —EHMWR
v, XIIAHBECH 2 T u v Rick o T, BB HELS
HRFBNAEROGHICWRT 2855, TDX IR R
7 BT 51X, BT BN % R o CRICHEN X 3§t
MICERINIAFELME LT L2 L DBHETD S,

8. A data integrity risk assessment (or equivalent) should consider all
factors required to follow a process or perform an activity. TFM
should nominate personnel to conduct the risk assessment and it is
advised to be performed by a multidisciplinary team of subject matter
experts that may include members with knowledge of the process,

study directors, specialists in information technology (IT), QA and all

8. T—RAVTIZITAVARITHAAV L (Brwizzie
Db D) Tld, 70k RADEH, XIIEBHOZFITICHERE
TOHEFE#QVHICELSRETH S, TFM XY R 7 T A X v b
EITOBERBAL. VA TR A Y M3 7 av B3 2 H#
RO, ABREMEE. IT 5%, QAL % DfhpBHE - 2 538y
DHEMREMR 7%  DHFMGEICHR 2 F — LI X o THEM
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other relevant functions. It is expected to consider not only the system
in isolation but also all supporting activities and functions such as
regulations, processes, interfaces to other systems, human
intervention, training and quality systems. Automation or the use of a
validated system may lower but not eliminate the risk to data integrity.
Where there is human intervention, particularly influencing how or
what data are recorded or reported, there may be an increased risk from
poor organisational controls or data verification due to overreliance on

the system's validated state.

TEZ eI NG, ZDOFHEICIEY AT LHED BT H T,
B, 7aex, o 27 LLe D4 v E2—T7 22—, ATk
AL AR, SEREIE Vo 7z, R TOIRN RIEB)CHERED &
DD EPPFING, HEfL I N/ AT LOREES iz v &
TLIE T—=2A VT 7V T 4DY) A7 IIEL R T2 R
72D DIFHATIEVRV, AMCXBENMARD BHE, Ficx
DIADT — X DFLE WG OITE, W 2 DNFICHE % 1
TR, YY) 7 — P I NRE~DIBE D 72 & SRR E
BOR+ICT —ZOMGEEARBERE o T, T =24 v T
TVTADIVRIBIERT LD 5,

9. Where the data integrity risk assessment (or equivalent) has
highlighted areas for remediation, then the prioritisation of actions,
including acceptance of an appropriate level of residual risk, should
be documented by the designated team and communicated for
approval to TFM. Periodic reviews of the risk assessment should be
performed to take into account the implemented actions and the
possible changes in processes. In situations where long-term
remediation actions are identified, risk-reducing short-term measures
should be identified, documented, communicated for approval to TFM

and implemented to provide an acceptable level of control in data

9. 7—=2A VT IZIVTAVRITEAAVE (Bdwigzhe
FEDDH D) ICTHEXET 5L I NI, BRI TF—
LPERIFY R 7 % EORREZ T AND OH» DY) IR &0
7= SCETEB) O BAEMEN A 1 & SCEE L. A&GEIC 1) C TFM ~
T2, VRAZTEAAY MCHET2EHN L E 2—1k, 20
TR RCEWTEITINATHLEEIEIAELZEL CH
Mg %, RN ARSERE LI L ko 56, MR Y =2
PEJALIE %2 RE L. Tz EL LT TEM ~RKGRIC [a) 1 Comig
L. KO EANZSELE2ERE NS T TOM, T— 27~ F
VAL LTEZERTEIREOEMEIT Y,
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governance until a more permanent solution is implemented.

10. Regulatory decision-making requires study data to be relevant and

10. B4 R o BERGEIC L, @Y CEEED S 235k T — & 23

reliable. Data criticality may be determined by considering how the | %%t 7% 2%, 7 — X OEEM L, 207 — 20355 B0 HIY, %4
data impacts on the objectives, validity and GLP compliance of a | . GLP #~F~5.2 T3 &2 EE L TREI N5,

study.

11. The effort and resource applied to assure data integrity should be | 11. 7 =2 A4 v 77V 7 4 Z{RGET 2 72D ICH AT N D H5 1%
commensurate with the risk and the impact of the associated data | #E&EIFIL, 7 — XA VT 7V 7 4 O#EAD ) R 7 LR F A4
integrity failure. L7Ga O EEICHIEDb DL T 5,

12. Test facilities should be aware that appropriate data integrity | 12. FEfEs%1E. £ AL TldAVwiIcLThavra— 2Ly X

controls are necessary for computerised systems as well as paper-
based manual systems, although the controls may not be the same.
Hybrid systems may be used if their ability to ensure data integrity is
demonstrated (see also in section 7.3 “Review of data from hybrid

systems”).

TLEMR—RADANDFICLE VAT 20T N Y] 72T
—ZA VTV T4 OEMERD LN TS LHFET EXET
Hbo "ATYV Y FVARTLIZ, T—2A VT 7V T4 ZRGET
LHENPEEI N THNEFFIHALTORW (13[4 70 v Fv
AT LTELZT—2DLva—] bSO L),

6. Data integrity requirements through the data life cycle
6.1. General requirements on data
Test facilities should have an appropriate level of process
understanding and technical knowledge of systems used for data
recording, including their capabilities, limitations and vulnerabilities.

The provision of a work environment that permits performance of

6. T—BRFATHAINEBBL T —2A VT 7Y T 4B
6.1. 7—XicB3 32— BEREH
KREHZ L, BY AL v T a2 BFREL . 7— X kA
T 5 v A7 LoRE. HilF). MEsatE7Z & ORI EZ A L Cw
NG AU S SR

WELINDEXR7 DETL T — X DiliR%E AREIC T B EEER
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tasks and recording of data as required is essential. Examples include
adequate space, sufficient time for tasks and properly functioning
equipment.

The following requirements are applicable to all data.

Data should be:

A - attributable to the person generating/modifying/reviewing the data
L - legible

C - contemporaneous

O - original record (or verified copy of it)

A - accurate

Data governance measures should also ensure that data are complete,
consistent,
(ALCOA+), where:

Complete - the data must be whole, a complete set

enduring and available throughout the life cycle

Consistent - the data must be self-consistent and free from self-
contradiction

Enduring - permanent, lasting throughout the data life cycle
Available - readily available

Data generated should be identified at the time of recording by the

individual(s) responsible for the data entry.

BRoORMIARRTH 5, il 213, #Y)R2EM., (FEozo o+
Sr7x il EYNICHRET 2 ER R & TH B,

AT oEFIZ, 2Co7—2Ic#EHIN5,

T2 IEUTDObDTRITFINIER DR,

A- F=2EERMEE,/LEa— Lz ACRET 2L

L- HEtrds L

C- FRERH B &

O- AV vV Froidfk (ixZxolGEAsravr—) ThHs Il
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T/, T2 NFVRWNKIZ, T—E2BT7A 74 7V E@EL
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Enduring - AT 7 =2 D74 754 7 L% U CFife 3 5
e

Available — F|HA[REEDLR B 5 Z &
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Computerised system design should always provide for the retention
of full audit trails to show all changes to the data without obscuring
the original record. It should be possible to associate all changes to
data with the person having made those changes and the date they were
made, for example, by use of a data audit trail or equivalent
mechanisms, or timed and dated (electronic) signatures. Reason for

changes must be given.

LA T2 ~DETOLEBE Y RN T LB OREE %
RIS 20T BB 5, T -2 ~DETOEEIF, ZOEHEETT
ST NROZEER T Bt LB T2 e BTERiTh
b7, FlZiE, 7 — X OEEEIEM U FEFEOMAMHA, it
K& HEfDO Ao 72 (7)) BAEHHT 2L THd, ZHD
HEMARIN TR TR D R,

6.2. Generation, capture or recording of raw data

Raw data generated during the conduct of the study should be recorded
directly, promptly, legibly and accurately. All the raw data should be
signed and dated, either electronically or on paper or on other media.
Where raw data are generated as a result of direct computer input (e.g.
typing a value), raw data should be identified by the identity of the
person responsible for the recording and by the time of entry.

When the original electronic captured data are not considered as the

raw data, this should be justified and documented.

6.2. £F— & DERK, DE, ik

B DO EREF I F A L 2B T — 23, B, e, CHIFEE

DIFFEICRFR I NERETH S, BTCDET — KT, EFIIC

Rz oo iR IcEL L, HifZGATRETH S, 4T

— AV 2 —X~DEFEANT] [EDOAN3E) THEEINE

B, BT — 23R oETEHE D ID & AN X - TRl &

NsXE2Ths,

BIMICIEINT-FA VY FANDT =2 ET -2 L AR A7
At ZOIESHZAAL, SCEL BT NE R 570,

Manual recording
Data recorded manually may require independent verification based
on a data integrity risk assessment or by other requirements. Examples

can include contemporaneous (or timely manner) second person

FEZ DFHR

ANDFIC X o TRl I N7 —2d. 7—2 A4 v 77074 1cH
T2IVRITRAAY FR°ZDMDEMICED T, AT L 726k
AEBRERIGELRH B, e LTE, T2 AN EAFTLE (X
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verification of data entry or cross-checks of related information
sources (for example, equipment logbooks, test system data, etc.) or
data review. The level of control should be commensurate with the
identified risk of error in the manual recording.
Manual observations should be directly and simultaneously recorded
by the observer. If there is an exceptional need to confirm the manual
observations (e.g. because of its high level of criticality on the validity
of the study), additional actions might be considered to demonstrate
data integrity (such as image capture or presence of a witness to
confirm the observation). Records of the additional actions undertaken
by the observer, and where relevant a witness, must be kept as
additional data with the raw data recorded by the observer.
The use of scribes to contemporaneously record the activity on behalf
of another operator can be considered where justified, for example:
The act of contemporaneous recording compromises the activity
(e.g. documenting test item preparation under sterile conditions by
study personnel).
In-life examination of test systems.
The recording by the second person should be contemporaneous with

the task being performed and the records should identify both the

LR D) “AHICK 27 — 2 AN offEgde. B3 2 15 HIE
(] - HgER DGR, AR AT LT — 2% ) LormR
Frzyvl, T—RLba—REBEFoNs, HHEHOL LT,
NOBIEGLRICBIT 227 —DREI N A7 ICHAS D
DTHDLERETH D,
NIC X 28I, BT X - CIlEE DD FEIRFIC
Thb, NiC i%ﬁ%%%;?é%%%tb%@#%éF*WH
HERDFH I 2 EEMAE WD), T2 A VTSI T
4 ZFEIETD-0IBMOT 7y a vy Ensz»d Ltk
VW (RO AR B 2 TR T 2720 DFEANDIELETR &),

uEfiéﬂ%’\%

BERE N RTRITIG U TR AP T o 7B AT 2 D Rk, 5
BEREERL 2T 2 —HIc BT —2 L LTREFELARTN
X7 6780,

fhd A~ L — 21 - TiEB) % [ ICFC R T 2 Had O FI I

EY{LENBBAICEET 52 LATE 2, Hlz
ﬁﬁ%ﬁ?%ﬁ%ﬁﬁ%%ﬁ@mé6?%a(M!ﬁ%ﬁ%
H1C kO HERIRAE C 0 BRI E O el & S 3 B
BYEHRT ORI X F LD AT

BT X AT, EIEE T B L AT h S < &

TH . BURICIE. R T 5TV 2 BBRISH & R T <
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study personnel performing the task and the person completing the
record. The study personnel performing the task should countersign
the record when possible to formalise the fact they performed the
action (not the acceptance of the recorded data). The process for scribe
documentation completion should be described in SOP, which should
also specify the activities to which the process applies.

Access to the current version of templates or forms used to record the
raw data, should be available at locations where activities take place
so that data can be recorded promptly. The number of used templates
compared to the number of available copies should be controlled to
avoid duplication and to support the identification of data integrity
issues, such as the detection of recreation or transcription of a record.
If templates or forms to record data are available by printing, the
number of printouts should be controlled.

Risk assessment should identify the level of control needed and the
absence of full control and reconciliation should be justified by risk
assessment to determine why some situations are exempt from this
requirement.

The use of blank paper proformas for raw data recording should be

limited and controlled but should also be available to allow the

WBHEOM S ZHRRTRETH B, (FEL2FEMT 2R YE
13, ATHERIGAIC I RERICEE LT, fE¥2EME L 2FHE 2 IERX
WRTRETHD (R INLET 22X T ANDLZ & TlEA
V), ERDRBREER TR T 720D 7 a3, SOP itk
TRETHY, SOP [CiF 7 vt 28 X N3 1EH b TS~
XTH5D,

BT — X FRT B 720 AE B MR S RS AR o BT
REEMTONBGFTCRHATE 2 XS ic L, 7— & Zitficid
BTE2X91CT 5, ARy —0 e kL <, i
N ORI, EREZET 270 ICEHINIRETHY, %
7z, it ol oMt L, T2 A4 v 77 ) T4 BT
LRIEOE 2 T 272D ICEHINIRETH L, T— X %
FUERT 2 72 DFER LB KA EIRI LRI < ¥ 235403, A
B BB T 2 XETH D,

VAT ARV MICKY, BELREHMLAVZRE L, T2k
FHLBAMTbNAWEG I, € ORI Z 0B 5
BHEnsopr, VAZT7®RA Y MCXYIESLENERET
»H5,

BT — 2 DD 120 DEMD B BAFELERO MR IE, FIRL <
BEHIRETH L, PlCAHSREZED ICEERTE 2 L1
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contemporaneous recording of unexpected events. The reconciliation
between the available sets of blank forms at the beginning and upon
completion of all issued forms should be implemented. The use of
paginated books can be an appropriate solution, so that the deletion of
pages could be detected. Risk assessment should identify the level of
control needed and the absence of full control and reconciliation
should be justified.

Nevertheless, the system implemented for controlling access to forms
should allow an easy availability of the proper document to avoid the
potential use of improper recording of data on an unapproved form
and any subsequent transcription.

Data generated as a direct computer input should be identified at the
time of data input by the individual(s) responsible for direct data
entries.

For electronic data, access to applications should not hamper the
contemporaneous recording of data. User access rights should prevent

unauthorised data entries.

LCEBLBERD D, FITE N2 T OEHMKD BRI X ) 5¢E
TR, FIFATRE 2 LSO & v FREOBA % £ 5 LE S
BHb, A=UffFEINETy 7oFERHIE, =Y OHIBR A X
N XD Bty 55, VAZTRRAAYV P T,
DEREHL ~VERE L, BRAEH L BEM TNk VwiGE
i, ZDOIESMZRTHEDLD B,

ZhThhs, BHRHK~OT 7 e A% EHT 520D 2T L
1Z. KGR E N TR RS~ O T — £ O RNEY) R Flik e £ D
HOURGICHEH 2 TREME R T 2 72000, Y SCE A RS
WKAFTELLOICTRETH D,

AV 2= E~DOEBEANTERI N T — 21X, 7 — X AT
. EEANEHYTZHEACL > THAE N RETH B,
BYT—2DBE. T 7V 75— av~DT 7 ART— XD
RFRCERZ BT T3 b ey, 2—F =D T 7w AMEIF, N IERT
— 2 AN %EWiET2b0L T3,

Automatic recording
External devices or system interfacing methods that eliminate manual

data entries and human interaction with the computerised system, such

HEJ7D5%
NR—a—F)—X— IDAH—FIV—XK, TV vRL, FHTD
T—2 A ANhvavva—z{by ATl AEDRY &Y &P

30/58




Japan Society of Quality Assurance

E3'8

FOER

as barcode scanners, ID card readers, or printers, can be used when
validated.

The risks related to data integrity may depend on the degree to which
equipment or computerised systems that automatically capture,
record, or generate data can be configured and validated, and the

potential for manipulation or loss of data within the system.

s 2SR o AT LD A v & — 7 = — ZDFI L. WEE X
NEGHICHERT 22 L8 TE 5,

T—=2Av T 7 )T AT R2F, 7T — X% HEIRYICIL
. Rk, XAEKT Mo v -2y AT AR O
JERERL S W, BEEE 2 h, ROV AT LNTOT — X DEEX
ZHRKDOFREED B B 02 Ic k> TR 5,

Hybrid systems

In the case of basic electronic equipment that does not store electronic
data or provides only a printed data output (e.g. certain balances or pH
meters), then the printout can constitute the raw data.

Where the electronic equipment does store electronic data but only
holds a certain volume before overwriting it, all efforts should be made
to extract and control the data and metadata as electronic data. Printing
it to paper if immediately signed and dated or transforming it into
another format is acceptable if no information is lost. Data (including
metadata) in their retained format, should be verified prior to deletion

from electronic equipment.

N Ty PR 74

BT T — 2 2R L7\, XEHR S e 7 — 2 ) 7% fit
T 2 AN BTG OLE (B H 5 O K pH X — & —),
R 23 T — 2 K35 2 L 3T & %,
BEIREAEVETFT — 22 REL TV T, FHZTIH0o—ER
LORFFL TR WA, TR e ARXRT— X2\ TT—Xx L
LTt L, BT 2720ICH0W 28 N2 LT Ehb %
Ve EBICEH L HMNPB Ao T, SUICEHIRIL 72 Y o
ISR L 720 LT HIEMA R DN T LR R, RIFER D
T2 (ART7—2%&t) X, BT SHIBRT 2 FiICHEE
TLEREDND D,

Other media
Data can be captured by a photograph or imaging methodologies and

technologies (or other media), the requirements for traceability of the

EDMDA Tt T
7 — 2k, BEESCHGILIE O J ke il (LiZZ oftho A 7 4 T7)
(Hy;lﬁtj—é ZEMBTE E)i)§\ %aﬁi@ FL—HE YT 4 07-55?‘5%
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recording stay the same.

HiEEICTH B,

Recording in flat files

Most flat files do not allow the traceability of the identity of the person
recording the data and the date and time of the record. Some flats files
may carry basic metadata relating to file creation and date of the last
amendment but do not provide an adequate data audit trail. Flat files
should generally not be used for direct data capture or storing raw data.
Where the use of flat files is necessary, and control of the data cannot
be achieved by an alternative method, then risk mitigations must be
established that take into account the use of such files. Examples of
possible mitigations could include encryption, document location
access controls, or technical safeguards that can detect modifications

made to the file outside of the originating software.

ZZy P77 A A~DIER

EEAEDT Ty P T 7 ANLTIE, T =25 L 2 ADHTTP
PR L - HIG BT 22 LA TE RV, 77y b7 74 v
IiE, 7 7 A VOMERRH P AMEIEH 1B 2 AR 2 2 &2 7 —
AL T DDL D20, 1477 — 2 BEEIERNC TR S
T\, 77y b7 7 AN, EBE. T X OERINESET — X
DRI T RE TlE R,

77y 77 ANDERABBETH Y, T — X OEEMD TR
TERTERVEAII. 20X 5% 7 7 A Vo2 FEICAN
72V RV BEHCR AWML L R X e b 7n v, B2 OB BEEHEE D
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6.3. Metadata

For raw data to have full meaning the data requires metadata and
should be considered as part of the data (see also section 6.13 “Data
audit trail”).

Metadata should be generated contemporaneously with the data and

should be retained with the associated data.

6.3. AxT—2X

ETF =2 PERCEREZFEOZDICR AR T =2 BHBETH Y,
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6.4. Electronic Signatures
An electronic signature should be equivalent to the handwritten
signature of the signatory and may be used to signify approval,
authorisation or verification of specific data entries.
In order to ensure data integrity, the use of electronic signatures should
be appropriately controlled with consideration given to:
how the signature is attributable to an individual and to the purpose
it is being used for (e.g. approval, verification, acknowledgement);
how the act of signing is recorded within the system so that it
cannot be altered or manipulated without invalidating the
signature or status of the entry;
how the time and date of the signature is recorded along with the
name of the owner and the meaning of the signature;
how the record of the signature will be associated with the entry
made and how this can be verified; and
how the security of the electronic signature is ensured i.e. so that
it can only be applied by the owner of that signature.
An inserted image of a signature or a footnote indicating that the
document has been electronically signed (where this has been entered

by a means other than the validated electronic signature process) is not

6.4. BETESH
BIELIT. BLAEOFHEZBLLAFO O TATNIERD
FTVREDOT — 2 v+ Y OHGE, R IIRGEEZ R 372 Il
Hs2zenTE 3,
T—=RAVYT V)T 4 RRT 2701, ETELOHRIZUT
DEEZERBLCHYICER I LA ThIER S R,
HEHOMAPHERBERN K. WEE. 2R L) ~olREs
o
BUDIT R v AT LNICELER L. BB P AT DIREZ %)
ICT 22 L CWTAPHEENTER VLS ICT 275k
EHOHRRITEE DAL FHh O & ik s 277k
B O E AN LTEH & oBEA e BGE T i
BIEXOXF 2 ) T 4 OHERITIE (BHDOITHE D HH5HE
HATE 2 X519 25K
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sufficient.

If, in connection with an electronic signature functionality, a
traditional authentication consisting of a user ID and a secret password
is replaced by biometric authentication (e.g. fingerprint, hand, face or
iris scanner), the implemented solution should be thoroughly validated
and documented.

(See also section 3.9 of OECD Document No 17 (OECD, 2016[4]))

MREEL ., SCELT 2082 H 5,
(OECD Document No 17 (OECD, 2016[4]) ® 3.9 ffi & =18)

6.5. Generation of verified copies

A verified copy (irrespective of the type of media used) of data should
be confirmed (i.e. documented with dated signature or by generation
through a validated process) to have the same information, including
data that describe the context, content, and structure, as the original.
Original and verified copies must preserve the integrity (accuracy,
completeness, content and meaning) of the data.

Verification must be attributable to the individual who performs the
verification. The date (and time if relevant) of the generation of the
verified copy should be retained with the relevant copy.

An electronic verified copy of data recorded in paper format can be
generated, provided that there is a documented process, in place to

ensure that the outcome is a verified copy.
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6.6. Correction or amendment of data

Any change in the raw data should be made so as not to obscure the
previous entry, should indicate the reason for change and should be
dated and signed or initialled by the individual making the change.
For data generated as a direct computer input, computerised system
design should always provide for the retention of full audit trails to
show all changes to the data without obscuring the original record. It
should be possible to associate all changes to data with the persons
having made those changes, for example, by use of timed and dated
(electronic) signatures (see also section 6.13 “Data audit trail”).

Reason for changes should be given and recorded.

6.6. 7 — &2 DETIEXIHMEIE
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6.7. Transcription

Transcriptions should be avoided as they increase the risks of errors
and inconsistencies. Where transcriptions cannot be avoided, they
should be verified by a second person or operated by a validated
system. The original records should be regarded as raw data and

should be retained.

6.7. HEEC
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6.8. Invalidating or Excluding Data
Data may only be invalidated or excluded where it can be

demonstrated through sound scientific or technical justification or

6.8. 7—% DEALTITBRI
7= 2 DRI AIRIME, 7 — 2 ST E N R ER LT
70T &8, BRI - BEIFI0ICIE ML E U3 A, SRR IS AT
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logical sense that the data are not representative of the recorded event.
The rejection of analytical results due to equipment malfunction, or
the invalidation of a clinical observation monitored from a dead
animal are relevant examples.

Investigations to find the cause of the generation of data that must be
invalidated or excluded are essential. In all cases, the justification of
the invalidation or exclusion should be documented and considered
during data review and reporting. For common cases (e.g. incoherent
analytical results for a single sample, or failure to meet acceptance
criteria), the rules to exclude or invalidate data should be defined in
advance in the study plan or in SOPs. All data (even if invalidated)
should be retained with the data set and be available for review in a
format that allows the validity of the decision to invalidate or exclude

the data to be confirmed.

HE NGB ICDRITON S, PIZIE, PR DHIEIC X % 73k
RO, FECEH D 015 b N7 BRI R D {75 &
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iZoWTlE, F—

6.9. Data Processing

There should be adequate traceability of any user-defined parameters
within data processing activities, including attribution to who
performed the activity. Examples include calculations or (with proper
access permissions) the selection and application of chromatography

integration parameters or selection of gating parameters for analysis

6.9. 7 — XL
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of a flow cytometry assay. Processing data rules should be clearly
defined and controlled by SOPs.

The raw data and available audit trails of the process should be
retained. Retained records should allow reconstruction of all data
processing activities regardless of whether the output of that
processing is subsequently reported. If data processing has been
repeated with progressive modification of processing parameters, this
should be visible with documented justification to ensure that the
processing parameters are not being manipulated to achieve a more

desirable end point.

NIA—RZOFERZEBE T ON D, 77— XUWBLD L — v 3T
ICEE L, SOP THHITRETH S,
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6.10. Data Migration

Data migration procedures should include a rationale and be robustly
designed and validated to ensure that data integrity is maintained
during the data life cycle. Careful consideration should be given to
understanding the data format and the potential for alteration at each
stage of data generation, migration and subsequent storage. Measures
to ensure and demonstrate that data are not altered during each step of
the process should be in place.

The challenges of migrating data are often underestimated,

particularly regarding maintaining the full meaning and integrity of
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the records, including associated metadata.
In case of migration from a party (the “sender”) to another (the
“receiver”), the data, and the associated metadata, date/time of
migration, expected format and specification of a transfer protocol or
agreement used to migrate the data should be defined before
migration. Mechanisms of communication and coordination between
the sender and the receiver should be in place to ensure that the
received data have the same attributes as the sent data.

(See also section 2.8 of OECD Document No 17 (OECD, 2016[4]))

i b Td s,

»Hr45E (EEHD »oiloYEs (ZEH) ~oBfTo
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(OECD Document No 17 (OECD, 2016[4]) ® 2.8 i $ =H7)

6.11. Relational Database

Retrieval of information from a relational database requires a database
reporting tool or the original application that created the record.
Amendments to data should not be performed directly into the
database fields but should be via the originator software package, so
that appropriate audit trail entries and controls remain in place.
Nevertheless, if a data change by a system administrator is required
directly into the database, this should be justified, controlled,
documented, have the study director’s approval and the process should
be described in an SOP.

Access rights for database entry or amendment should be controlled,
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and consistent with the requirements for computerised system user | 7 — X X —ZA~D AN XIFMEIED 720 DT 7 & AMEIFEH I
access/system administrator roles (see also section 8.2 “Computerised | 2 XZ TH Y, AV a2 — XL AT LDL—HF =T 7R /¥
system access and roles”). AT LEMEOKE O L T ab%mw (82 [=
V2= LY AT LA~DT 7R A ROEE ] 0D SH),

6.12. Computerised System Transactions 6.12. 2V a—R{L AT LN FVF IV ay

A computerised system transaction where a parameter must be within | % %7 X — X B3 BEE O RUE, #iP, XIZ5AWNICIE > T
a defined limit, range, or distribution to ensure quality of the data | 2 Z & ZLlo CT — X DRE %X MHERT 2 a v v a— 2Ly AT
should be considered as critical. Computerised systems should be | 2D F 7 V¥ 7 v avid, HELARINEIRETHE, a vV
designed to ensure that the execution of such transactions are recorded | = — LT AT LIE, ZD X5 7%+ 7 v H 7 ¥ a v OETHRFK
contemporaneously. Where transactional systems are used, the | ICREFRIND XD ICEKFEIINERETH S, F T vH s avy
combination of multiple unit operations into a combined single | A 7 L% i3 325G HE O = v MEELHAGDE TH—
transaction should be avoided (e.g. multiple data entry before saving), | D b 7 v #27 v a VIcT 5 2 L 3T 2 & ThHH (I - REFHT
and the time intervals before saving of data should be minimised. | DEED 7 — X AJ1). 7 — % OLR{F £ T OREREIMHIRE 135/ R I
Systems should be designed to require saving data to permanent | $XE¥TH2, Y AT Lld, 2—F—ICEHELRIHIC, T — X
memory before prompting users to make changes. Exceptions to these | ZEHAR 2 X €V ITIRTFT 2 L) ICKEHTINEETH S, T
requirements should be justified. b OB 2 HIS L, IES L L R T E 7R S 7,
TFM should define during the development of the system (e.g. via the | TFM X, Z D v X7 ZICBEEST 2HEER ) 2 7 O L~ ik
user requirements specification) what critical transactions are linked | 9%, DX I LEEL 7V F /v a VB Z D AT LICHHE
to that system based on the functionality and the level of risk | ffiJ ST 2 h% v X7 ADFFEFIC Bz I1X, = —F—ZK
associated with the system. Critical transactions should be | fERkEFEZBL T ERT RETH D, BEE A P 7V HF 7 v a vid,
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documented with process controls that consider system design
(prevention), together with monitoring and review processes.
Oversight of activities should alert to failures that are not addressed
by the process design. Surveillance activities of critical transactions

should be considered as part of the QA programme.

T AQEM - L a—dhicy 27 LS (k) e
2702 avbu—nt &b TLENMTEIHLELRD S, iEH
DEMICI Y, 7o 2FEHC X > TILE LT WEEE 2%
HLARTNE AL, HEZR M7 V¥ 272 a voEHEE)IL,
QATm 7 7LD~ L L TEEINIRETH S,

6.13. Data Audit Trail

Where computerised systems are used to capture, process, modify,
report, store or archive data electronically, system design should
always provide for the retention of audit trails to show all changes to,
or deletion of the data while retaining previous data. It should be
possible to associate all data and changes to data with the persons
making those changes, and changes should be dated and time stamped
(time and including, where applicable, the time zone). The reason for
the change should also be recorded. The items included in the audit
trail should be those of relevance to permit reconstruction of the
process or activity.

Audit trails should always be switched on during GLP activities. Any
personnel with a direct interest in the data (study directors, heads of
analytical departments, study personnel etc.) should not have the

ability to amend or switch off the audit trail functionality. Where a

6.13. 7 — & B AEHH

Ay a— 2Ly AT LEMEALCT — 22 ETFINICIE, L
BOBIE, @, RE X RET 256, BE0T — X B REFL
DO, T X ~DETOEHEIIHIRZ R T EEAM ORI %
VAT LG CHICKIET SR ERH D, 2TDOT — & (AR
ROT =2 ~DEEE ZOEBE{To & LBEAT 2 2 &
ARECAR TN R ST EAHICITHME 24 222 v 7 (K & |
BUTIGERZA LY —vEED) PUETH DL, BHOME
DELEK L T T b, BEEAEMRCIZ, 7 e A IIEH O
B E I T 2B EEH G EN TR TR b 7R,
BEAEER L. GLP WEE I3 Ic A I L TELARETH D, T —
ZICERBED Y 2 ROME GUREEH. HrdfoBEEH. i
B E 72 ) 13, BRI OMAEREIELY, £ 7iICLzY
TEMEREFFORE Tld v, v AT ZEME N EATEIGE
EIEX 3 A 71C L 7285580 1d. B A aEdr X BB Ic & oifBh % &
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system administrator amends or switches off the audit trail
functionality, the audit trail should record this automatically and it
should also be recorded automatically when the audit trail
functionality is switched on again.

Where relevant audit trail functionality does not exist or systems do
not meet the audit trail and individual user account expectations (e.g.
within legacy systems), demonstrated progress should be available to
address these shortcomings. This should either be through add-on
software that provides these additional functions or by an upgrade to
a compliant system. Remediation has to be identified and implemented
in a timely manner.

If a system has no audit trail capability and review of available systems
cannot identify alternatives and technological adaptations or additions
to the existing system (i.e. remediation is not possible), this should be
justified by evidence that a compliant solution is being worked upon
and what mitigation activities, such as alternative level of control,
temporarily supports the continued use. Alternative levels of control
may be achieved by, for example, the use of manual logbooks or the
definition of strict restricted access rights to the system. The printouts

of the data could be also considered if integrity of data, including

L. EEIFMERE ST A Vit e o7 & i) EEIICESRL
UG U S SR

RS 2 B A AEBMEAE DS TRAE L 2 WG A, X3y X7 LSBT FE
B O %2 D2 —F =T H 7 v b OMAFHEER 72 LTk v
G (LAY =Y RAT LN E), Thb DRI~ L% Fh L
TEREL W ERT IR cERINE LRV, Th
X, I DBNBEREE R T 2T FA Yy Yy 7 by TIcL %D
Do HEPLL 72 AT L~DT v 7L =itk 3 dboThidn
X727\, SEERIE, BERHCKRE L. FEL 2T id o v,
VAT LMCEEARESMERED 2 < L FIFIWIREZRR v AT L &R MRET L C
bREF L AT L ROBAMI RS> AT L, 55 0IBHFEY AT
L~DBMATE VTS (Thbb, WENAFREREA) (3.
WA L7 e et Lcwa b, RO, E0 k574 () R2)
IR C— B I GE R 2 9 R — b LT 3 02, Fl 2 130
Tl BEML RV ERILE L-ORL, ZDIESESZR I R TIE
b, UL RZEHLIZ, Hl2I13, TEX oMHRR
DRHPL Y AT L~ DERFIRE & 7 7 2 AMDOER R LIC
Lo TERTDILNTEL, AXT—R22EH0T —205wEat
PRFEE N T VIE, T—Z2D 7V VT P EETE B, 1L
B IE, R TH Y. YV RZICHE S W TE Y, SOP THUE
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metadata, is ensured. Alternative controls measures should be proven
to be effective, risk-based, defined within an SOP and periodically
reviewed for reassessment.

Some GLP Compliance Monitoring Authorities may not accept
systems without audit trail functionality including those with
alternative control measures.

(See also section 3.4 of OECD Document No 17 (OECD, 2016[4]))

INTEHY . HiFili D 72 0 IEIC RIE S T 5 2 & A7
TN F IR D 7R,

GLP E&MEAESEEE ofIciz, UEEBR 2 & U R ALIiaE

DRV AT LEZIFANGZNE A D 5,

(OECD Document No 17 (OECD, 2016[4]) D+t 7> 2 v 3.4 ¥
ZH)

6.14. Data retention

Data required to allow the full reconstruction of activities of the
studies should be collected and retained. Data should be retained with
the associated metadata when applicable. Derived data should be
retained with their raw data when necessary for the reconstruction of
the study.

Data and document retention arrangements should ensure the
protection of records from intended or unintended alteration or loss.
Secure controls must be in place to ensure the data integrity of the
record throughout the retention period.

The selected method for retention should ensure that data of
content and meaning are

appropriate accuracy, completeness,

collected and retained for its intended use.

6.14. 7— X DfREF
ARG 2 TR ICHER T 2 -0 E T — X EL ., &
R 2oRETH2, 7—2IF, ZAUT 256, BET A 27—

REFIRFFINZRETH 2, IRAEL T — &, RO g
FioLEGe, BT — 2 IR I NI RETH B,

7T — 2 R OEDRFHICE T 2 0D ko TiE, BRI XIZIFER
7 ZE PRI DRLER B RE I NG Z L ZERICL TH L R
FHS, B0 T — 2 A v T 7V T 4 R T 5720 DR 4 Tx
BFHMTbN AR T IE RS kv,

PREFDO 70 IGEIR S N2 51, BERE U-HED 7291058 Y] 7%
EHEM:. 522t NAMUVEWZF>T — 2 BINE S, R

N3 LZRAET 2D DTHRITNIER D R\,
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Retention of dynamic data

Information that is captured in a dynamic state should remain available
in that state. For example, video recordings used to demonstrate an
activity cannot be reduced to a single static image or to a series of
single images.

Computerised systems that generate dynamic records should allow the
dynamic nature of the data to be retained.

It may be a challenge to print on paper dynamic records without losing
the interactive relationship between the user and the record content.
Any printouts should comprise of all associated available metadata,
and should keep the link that binds them to the raw data. For example,
if the associated metadata are printed in another page from the raw
data, the integrity of the link is not ensured and the relationship to the
raw data questionable.

When electronic raw data cannot be converted to verified copies (e.g.
to prints on paper or pdf) without a loss of information (e.g. associated
metadata), they should remain available in the original state.

If the computerised system cannot be maintained, e.g. if it is no longer
supported, then records will be archived according to a documented

archiving strategy prior to decommissioning the computerised system.

B4 7 — % DIRFF

B 7 RAE CUNER I 71T, 2 ORBED F R WIREC 72 1)

N b, FlziX, ®2EEHE2RT0IfifINE T4

PRI T, B — O FEE{R Iz —E o B R e L CEREZRLE 2

ZEIFTE R,

el E bR T 2 a v v a— 2Ly XA T LTIE, T— X DH)

WATEEZRFHTE2 X5 CT20EMH 2,

=¥ — BN EOBDOHAEMNEBEFREZKR) 2L )

B 7 CBk 2 ACICHIR 32 C L I3EE L v b LvZe

FIRIPIC it BE S 2 2 CoORMMRER A 2 T =2 03E&FT T
RN RO T, AT X L OBEEERMERL 20 R bk
o BlZIE, BE T 2 A2 F =28 ET— 2 L I3Hlo=—VICH

il & T 254, BhE TRt HR I N T, AT -2 LD

BIfREEb L b D e 75,

BIHRET — 225, Bl BET XX T7—27%28) 255

L7x <, MEEEAD 2 v — (H~DH® pdf 72 &) ICZ&HiTZ

BWGEE, AV TV ORECHAREEREEICL THENE

TH b,

V2= Z LY AT LR R— I hdnE L THER

TER o861, avva—2{Ly X7 L% FIET 2H]
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It is conceivable for some data generated by electronic means to be
retained in an acceptable paper or electronic format, where it can be
justified that a static record maintains the integrity of the raw data.
However, the data retention process must be shown to include verified
copies of all raw data, metadata, relevant audit trail and result files,
any variable software/system configuration settings specific to each
record, and all data processing runs (including methods and audit
trails) necessary for reconstruction of a given raw data set.

When printing on paper is the chosen solution, it would require a
validated means to verify that the printed records were an accurate
representation of the data set.

All information should be retained. Any loss of information should be

identified and the risk on the integrity of the data set should be

O, CEAL T - ERMRAEIIG I - TRl 2 ERHRE T %, &
T ARFECTERINZT— 213, BWAGTRICX > TETF— %
et S T2 C ERIES LT h 2 GAICE, ZTA
NARERMI T BB CREFT 2 2 e FE 2o b, LaL,
T2 T R, FFEDET —F v P OFEEIC LT
BCOET =2, AxT7—x B#ET 2 EEIM I ORE 7 7 4
NDBGEEF S 28— KElRICEAONEY 7 Vv =T VAT
LREBGE . RO ETOT — ZMMELT 5k BT % &
) EELILERIRTNE R D R,
HICHIR S 2 & & 2SR 254 HIRl S W-5likn T — 2 &
vy FOIEAEE CTH L L EMEET 500N T -3
72 FELPBETH B,

LTCOERIIRFEINIRETH S, EMOBREREL., 7 —

assessed and documented. Sy bOFERMEICNTZ ) X7 BFHE L, SCELT 248D
%o
Retention of electronic signature BFEE DIRAF

An electronically signed document is generally a dynamic record.
Where a document is electronically signed, the metadata associated
with the signature (i.e., printed name of the signer, meaning of

signature, and date and time of the signature) should be electronically

BTMICEAINTGER, —RVICEINZRERTDH 5, XED
BIWICEL I TV GA, BACBEET A 2T -2 (T
HbH, BHEOHR I N-4H, BEHOER, LOELDOHNMN &
RE4) 137 IR EINEIRETH S, ETHICEAINLZX
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retained. A document that is signed electronically is only valid when
retained electronically unless the paper print out or the pdf copy
retains all the traceability to the signers identity, date and time and

meaning of signature.

i3 MICHIRIE = d D% PDF a v —203ZB4E0EIT. B4
DOHE, BLOBKICHNTA2L2TO ML —HF ) T4 2{fELC
WZRWRY . ETMICRIFF I NG/ ICOAFNTH 5,

Retention of electronic communications

Electronic communications are another example of records in a
dynamic state.

Where data are supported by electronic communication methods such
as email and electronic messaging (e.g. allowing verification of GLP
activities and responsibilities), processes for ensuring retention and
the collation of electronic communications should be established
(including ensuring that the records are complete and integrity is
intact). Such mechanisms should be designed to maintain the
of

communications such as ensuring that the sender and receiver can be

attributability and integrity those relevant electronic
determined alongside appropriate dates and times. Any attachments
should remain associated with the corresponding message and
message chains should be preserved.

Where possible, these should be retained in their original format but if

this is not possible, TFM should implement processes for faithful

B 15 DIRAF

BETHEED 72, BINRREICH 25 FKo—HI<Tdh 5,
F—ARBETA—ARLETA Y- OB TN REETE
THHFE—F IR T35 (§l: GLP iE8) & BTEOMEZEA AIEE) .
BETHEORBFLBAREEICT 220070 A RT3
DEDRH 5 GRPTEETH Y, TEEFELTbL TRV &
DHERZ &) T D X5 AL, @Y7 HiRs & ik E5H
CREFRHRICRECE LI CT b4, BT 28 EE
DIFEME & TR T2 L) KRG EINERETH D, & C
DHEM7 7 A0, WETE Ay — L OB EMER L, £
vy —VF - VERRET LIMENRD D,

AEETHNIE, o iZTDBN TR I N D N E 205, 2
ArlaeZs 5y, TEM 12 RFFAlRE T3 C© 0 R FE R i 5 ORREIE
D7=HD T v R HBALEEDLD 5,

HTEE OMA~DHIRI X (X HffiZ PDF 7 7 4 A ~DH{TTlL.
VE RS 52 L IETE R,

45/ 58




Japan Society of Quality Assurance

E3'

A0

g_llljll

transcription and verification in a retainable format.
The printout on paper or the migration in a flat pdf file of electronic

communication cannot ensure the required integrity.

Retention of verified copies

Verified copies from electronic dynamic records (generated by
migration) should be retained in dynamic state, so that the verified
copy could include the metadata required to ensure that the full
meaning of the data (e.g. date formats, context, layout, electronic
signatures and authorisations) is kept and its history, including the
creation of the verified copy, may be reconstructed.

Verified copies may be retained in place of the original, provided that
a documented system is in place to verify and record the integrity of
the copy. Consideration should be given to any risk associated with
the destruction of original records. It should be recognised that some

regulatory authorities require originals to be retained.

BRI A 2 £ — DIRAF

BB O OBGIEE A 26— (BITICX - TER I
%) 13, BIRECHRRF IS NI RETH Y, HEEFAa L —I1C
. T2 0% ER (X, HERX, ERE®R. v 17
v b, BTEAKOREE) 2R L. BEHAA 2 € —DfEk % &
CEZDEEZFEET L L 2 RIET 5720 ICE R AR T —
2ABEEND,

BGEA A a v —1k, 2 v — 0% RGE Lalis 5 720 0 H
LI N7z AT LRI N T, AV Y Froflb hicfi
FI22e08TE5, AV FLORROBIBICEEST 2H LW
VR HERET DRENRD DL, — OB Y HIEA Y L Fro
BHZERL TR 2T & TH 3,

Retention of data from hybrid systems
Where hybrid systems are required to be used, this should be clearly
documented as to what constitutes the whole data set and SOP should

define which records should be retained.

NS TY w PR FLD 6D F— & DIRFFE

NATY Y P AT LERGEHTZ2HERD 28551, MB3eT —
Ry b ERERT 50 % HEICCEL L, SOP 13 & ORtHk% £
FFFREp2ERTRETH D,

Retention of data on other media

DA 74 T D7 — K DREF

46/ 58



Japan Society of Quality Assurance

E3'

FOER

Where data are captured by a photograph or imaging methodologies
and technologies (or other media), the requirements for storage of that
format throughout its life cycle should follow the same considerations
as for all data, considering any additional controls required for that
format. Where the original format cannot be retained due to
degradation issues, alternative mechanisms for recording including
verification of the faithfulness of the process (e.g. photography or
digitalisation) and subsequent storage may be considered, and the

selection rationale documented.

7 — X BFE T EGILEREA CUIfthd 2 7 4 7) 1T X o TR
Exnz256. 2o D 74 794 7 A@fRicb 7 3R FICH
T84, 2o ICHERBNEREZEZEL 2 ET, &2To
F—gEEULEZERDL, HLOMETCITOBRERETCE v
BHix, 7ueR (BHLTY 2R Y) ORFENOMFEL %
DRDIRIFZ B LRI D =D DNEA =X e BEt L, £ D
Mol % XE T 5,

6.15. Back-up

Mechanisms for ensuring that back-ups have completed successfully
should be considered. The systems used should be validated and each
back-up can be verified to ensure that it has functioned correctly e.g.
by confirming that the data size and other copied properties matches
that of the original record.

Back-up and recovery processes for electronic data should be tested
where appropriate. Such as when changes occur to either the process
or tools or applications used during back-up or restore. Moreover, the
sustainability of some electronic media used for back-up (such as CDs,

DVDs, etc.) needs to be verified periodically.

6.15. Xy T v

Ny ITy TRIEHICTET Lzl & 2ERT 200t HA%
BT 2 08X H 5, FHINIZ VAT LIIBEINERETH
D, ENv I Ty T, TR Xz oo ar—-3h
FHEDTLOREMDO DD & —HFT 2 2 L 2R T 521XV, IE
LAKREL 22 L 2T 2 2 L8 TE 5,

BT =20y 7Ty 7e DAY =07 vt it HEIIG
CTTRMINBERETH D, Bz, Ny 277 v 7REITOR
WKHEAT 27 Ry =L, 77V T —va VICEEPRELT-
BHhEThb, IHIC, Ny 2Ty FIfEHENS —HoE

A7 47 (CD, DVD 72 &) Offetd b & AR ICHREE 3 2 26503
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The back-up procedures should be described in an SOP, and back-up | ® %,
activities should be documented. Ny 2Ty 7OFNEIE SOP i L, Ny 727 v 7iEE) 2 E
Back-ups for recovery purposes do not replace the need for archiving | (L3 2 L2235 %,

of data and metadata for the purposes of reconstruction of the study

activity.

BWIHEW DSy 77 v 7, AREB ORI L A & L7 — &
RURARTF— 2 DBERHETEO TR IR D 2 b DT,

6.16. Archive

Data should be archived securely, under the control of the unique
archivist, including, where relevant, an appropriate electronic
repository whether this is on the original system or elsewhere, subject
to suitable controls or in a stand-alone electronic archive.

All archive sites (physical as well as electronic) associated with the
archived data should be identified and documented.

The Principles of GLP for archiving must be applied consistently to
electronic and non-electronic data. It is therefore important that
electronic data are stored with the same levels of access control and
indexing as non-electronic data.

Archived records may be the original record and/or a verified copy
(see also in section 6.14 “Retention of verified copies”) and should be
protected such that they cannot be altered or deleted without detection.

Archive arrangements must be designed to permit retrieval and

6.16. ERHRE

7 — 2%, B OERMRAEMEHETE OB T T, “2ICHE
BHRfFE N2 _E2Cchy, BEST 2 HIEHL LT, ADY AT 4
YA EHTICH 2 20MDdDhDd, AXY T 0
—VODBTT —hAT7ThLrrMbT, Y 5E IR C
HhHrZlbEEND,

BEMRTE S N2 7 — 2 ICBE 3 2 & C O ERMRTEES AT (P %
CETH) ZFEL. ET 20ERD 5,

HRMAFE D720 @ GLP DJffliE, EFT — 2 LVIFEETT — 4
K—EHLGERAINATNE R R, 200, 17T — Xk
FEETT—2LHELL_ADT 7 2 Al & R5] % ) CTRTF
T LEHHEETH D,

ERMATF SN 2508, AV P F A DR R/ XIIHGEEF & =2
v— (6.14 [HGEEA A 2 v —DfRF] S TH Y, HMbAaw
BHCEE AR CE v X ) ICfRE I N T NI R b 7R,

2D D>,
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readability of data and metadata throughout the required retention
period.

When legacy systems can no longer be supported, consideration
should be given to the importance of the data, and if required, to
maintaining the software for data accessibility purposes. This may be
achieved by maintaining software in a virtual environment. Where this
is not possible, data should be migrated before archiving in a
controlled, tested, and verified way to a system that can continue to be
accessed. Migration to an alternative file format that retains the
verified copy attributes of the data may be necessary with increasing
age of the legacy data.

Where migration with full original record functionality is not
technically possible, selection from the options available would have
to be based on risk and importance of data over time. The migration
file format should be selected taking into account the balance of risk
between long-term accessibility versus the possibility of reduced
dynamic data functionality (e.g. data interrogation, trending, re-
processing etc.). It is recognised that the need to maintain accessibility
may require migration to a file format that loses some attributes and/or

dynamic data functionality. It is the TFM's responsibility to assess the

BRI O RCE 13, Tk & 2 RFEHRF. T — 2 RO R
T—=20DY FY =T ROGAIY 230 HEZR X 5 ICREF S
X7 b 780,

LAY =V AT LD R— B CTERL ho72H. T—XDHE
THEER L, BETHNE, T—2~DT 7w A ED-DICY
ZrU TR AL MR L AT NIE R bR, T,
RAEERECTY 7 b7 = T 2ffiFis 2 2 L THETEZ 32 LA
v, TNHBARHEERGEX. T — 2 2 EEHMRET 2 A1, HilfH
TN, TAPIN, MEEINTTET, 5IZHET 7 AA[HER
AT LT T ARLERD B, LAY — T — X DREECICHE
W, T X DEEERFET 2EEE A 2 %o 7 7 4 AVERX
BTS2 EBRBICRIDGERH 5,

TRl A ) VAL a— F OWRE% i 2 72 AT HEAR ) I A ]
Re7 e, FIFTTRE 7RI 2 & O@IRIZ, ) R 7 I URIERY 72
T — 2 DBEIVICE ST Tb R T NE R b v, BiT7 74V
Dz, BHNART 722D L5 X L8k T — 2 #HE (F—
2 DE A, LR ) pMET S 2 AfREMEE oo Y 2 2
NTVAEFERL GERT20ERD 5, T 7w AN 2T 2
DB, — OB R XIB T — 2 BREx ko727 7
ANTER~OBITHLEL R 25805 2 2 L F@#E I T»
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impact of such losses and maintain the link between the readable audit
trail or electronic signatures and the audited data to an acceptable
level.

(See also section 3.11 of OECD Document No 17 (OECD, 2016[4]))

5, ZDX D RIBOREZFHIN L. Ht Y AIEE 75 B A REPE X
BEFELEEENRT -2 o) v 7 %A RL X
NCHER T 5 2 L IZ TFM O EETH 3,

(OECD Document No. 17 (OECD, 2016[4]) D 3.11 16 % £:7)

7. Data review
7.1. General considerations
Data review consists of appropriate verifications of critical data for
quality control which can be conducted by study directors or other
personnel.
The objectives of data review are:
to detect any deletion, amendment, alteration or exclusion;
for the study directors, to check that all raw data generated are
fully documented and recorded; and
to assess the efficiency of data governance measures by review of
a complete data set generated through processes throughout the
data life cycle.
To be effective, the level of data review and the scope of it should be
defined by a risk assessment. Identified critical data should be
reviewed through the critical steps of their data life. Data review

should also include a review of relevant metadata, including audit

7. 7T—ZLEa—
7.1. —fREY 72 E BEIH
TFT—ZLbta—, WEEHOZOICEERT — & % EYNICHEE
T22LThHhY, BRETLEXIIMOBELEMET 2 2 LA TE
%,
T—ZLbEa—DHWIUTOMY TH 2,
HIBR, EIE. 28, itz s 2L,
REBBELE IR, EREIN AL ToET — 2052 CEL X
., LI N T3 L 2ERT 5,
T—=BDTAT7HA VBRI R EE L CEKI N
TR T —ZEy bELba—F52LICk), T—2HN
>V AN RO FHE T 5 .
RINTATH 201ICiE, T— XL Ea—DL b % OHHIZY
A ZFHIIC KL > CTERINDIRZTTH D, FFEIN-EHE LT —
I, ZDT—EDTATHA I NDOEERAT Yy 7L LTLYE
2—ENBZRETHD, T—XL¥Ea—ICid, BEEIHIZZD

50/ 58




Japan Society of Quality Assurance

E3'8

FOER

trails or elements of them.

Data review should be documented. The record of the review should
include any deviations to the Principles of GLP, study plans or SOPs
detected by the review, the date that review was performed and the
signatures of those performing the review.

There should be a procedure that describes the process for the data
review. A procedure should also describe the actions to be taken if data
review identifies deviations. This procedure should enable data
corrections or clarifications to provide visibility of the original record,
and audit trailed traceability of the correction.

Many software packages allow configuration of customised reports to
support data review. Changes to report configuration should be
controlled to prevent unauthorised changes. The system should be

validated and where relevant the report outputs should be verified.

Note: The data review conducted by QA aims to support the statement
that the reported results accurately and completely reflect the raw data
of the studies. It may also be effective when auditing data integrity
governance procedures. The level of review should be linked with the

criticality of the data.
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7.2. Review of data audit trail

It is not necessary for audit trail review to include every system
activity.

The relevant data among all the retained data in audit trails should be
identified to permit robust data review/verification. The review should
be conducted according to a documented risk-based process
identifying the criticality of the data subject to the review and the
criticality of transactions identified through the data flow. The review
may be achieved by direct access to the system audit trail or by use of
appropriately designed and validated system reports.

Routine data review should include a documented audit trail review as
determined by the risk assessment. When designing a system for
review of audit trails, this may be limited to those activities with GLP
relevance (e.g. relating to data creation, processing, compliance with
procedures, modification and deletion etc.). Audit trails may be
reviewed as a list of relevant data, or by an ‘exception reporting'
process. An exception report is a validated search tool that identifies
and documents predetermined ‘abnormal’ data or actions, which

requires further attention or investigation by the data reviewer.
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Reviewers should have sufficient knowledge and system access to

review relevant audit trails, raw data and metadata.
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7.3. Review of data from hybrid systems

Increased data review is likely to be required for hybrid systems
because they are vulnerable to non-attributable data changes. All
records from hybrid systems that are defined by the data set should be
reviewed by a qualified person. The level of this control should be
adapted to the processes used in the hybrid system. Review of data
from hybrid systems should be clearly defined and described so that it

is possible to determine the actual data sources reviewed.

73. "M TV Y FY AT LADRLDT—ZDLE2—

NAT Yy FYRAT LR REL R wT — 250 LCHEss 7e
D, T—ADLEa—%WeITHERD L BbNE, T—4
Y PMCXoTERINEIAATI Y F VAT LHPLDETD
R, AEREICLoTL Y2 —3NERETHB, ZOFEM
DLRVNFANA Ty FYRATLATHEAINATHS 7 r+ X
BbEIRETHDL, MM TV Y FVRTLPLDT —ZDLE
22—t HIEICEREI N, L a—3NREoTF—% Y — 2%
HWicE 2 X ICEdEI N RETH 5,

8. Access to data
8.1. General considerations
Access rights to data and records should be always created based on
the risk assessment of each phase of the data lifecycle.
Access right should be defined to allow the personnel to fulfil their
GLP responsibilities.
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Access to records for personnel performing data review activities
should be maintained.
The necessary access (including to records, audit trails and system
functionality), permissions and training should be available to support
QA inspection to verify if all studies are conducted in compliance with
the Principles of GLP.
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8.2. Computerised system access and roles

User access

Full use should be made of access controls to ensure that personnel
have access only to functionality that is appropriate for their job and
study role, and that actions are attributable to a specific individual.
TFM must be able to demonstrate the access levels granted to
individual staff members and ensure that historical information
regarding user access level is available. Where the system does not
capture these data, then a paper record should be available. Controls
should be applied to both the operating system and application levels.
Individual login at operating system level may not be required if
appropriate controls are in place to ensure data integrity (e.g.
individual login at application level should be sufficient if

modification of data outside the application is not possible).
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For systems generating, amending or storing GLP data, shared logins
or generic user access should not be used. Where the computerised
system design supports individual user access, this function must be
used. This may require the purchase of additional licences.

Systems that are not used in their entirety for GLP purposes but do
have elements within them, such as approved suppliers, stock status,
location and transaction histories that are GLP applicable require
appropriate assessment.

It is acknowledged that some computerised systems support only a
single user login or limited numbers of user logins. Where no suitable
alternative computerised system is available, equivalent control may
be provided by third-party software or a paper-based method of
providing traceability (with version control). The suitability of

alternative systems should be justified and documented.
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System administrator access
System administrator access should be restricted to the minimum

number of people possible taking account of the size and nature of the
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test facility. The generic system administrator account should not be
available for routine use. Personnel with system administrator access
should log in with unique credentials that allow actions in the audit
trail(s) to be attributed to a specific individual. The intent of this is to
prevent giving access to users with a potential conflict of interest to
prevent unauthorised changes that would not be traceable to that
person.

System administrator rights (permitting activities such as data
deletion, database amendment or system configuration changes)
should not be assigned to individuals with a direct interest in the data
(data generation, amendment, deletion, review or approval). Any
changes to study data performed by a system administrator must only
be done after receiving prior permission from the study director.
Where an independent system administrator cannot be assigned (e.g.
in small test facilities), a similar level of control may be achieved
using dual user accounts with different privileges with all changes
performed under system administrator access subject to appropriate
review and approval.

The individual should log in using the account with the appropriate

access rights for the given task e.g. a laboratory technician performing
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data checking should not log in as system administrator where amore | e L RV DT 7w AR H 2856, v AT LEHRF L L TR 74

appropriate level of access exists for that task. The suitability of such | ¥ X & Tlid e\, T X9 ALY P idEdPEiE, EHic i

an arrangement should be periodically reviewed. EHINERETH D,
(See also sections 1.3.1 and 3.7 of OECD Document No 17 (OECD, | (OECD DocumentNo 17 (OECD, 2016[4]) ® 1.3.1 JE % 0* 3.7 I8
2016[4])) b )
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Advisory Document of the Working Party on Good Laboratory Practice on GLP Data Integrity
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