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FOREWORD

The OECD Working Group on Good Laboratory
Practice, at its 26th meeting in 2012, established a
drafting group under the leadership of Austria's
Federal Office for Safety in Health Care (Rd.
Ronald BAUER) to update the 1995 OECD GLP
Consensus Document number 10 - The Application
of the Principles of GLP to Computerised Systems.
The drafting group included representatives from
Austria, Belgium, Ireland, Italy, Switzerland, the
UK and the US EPA.

The following Advisory Document replaces the
1995 consensus document. It retains all of the key
text from the original Consensus Document number
10, but includes new text to reflect the current
state-of-the art in this field. This draft Advisory
Document was posted on the GLP public web site
on 17 September, 2014 and members of the public
were invited to comment by 14 November 2014.

This document reflects those comments.

This document is published under the responsibility
of the Joint Meeting of the Chemicals Committee
and the Working Party on Chemicals, Pesticides and
Biotechnology of the OECD.
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1. PREAMBLE

1. This document introduces a life cycle approach to
the validation and operation of computerised
systems. It emphasises risk assessment as the
central element of a scalable, economic and
effective validation process with a focus on data
integrity. The intention of this document is to
provide guidance that will allow test facilities to
develop an adequate strategy for the validation and
operation of any type of computerised system,

regardless of its complexity, in a GLP environment.

1. AIX

. KEFa v Ea—2{by AT L0 F—
a rkOERIZET LA 7Y A I VT e
—F RN TDHDLDOTHD, T —%DEEMI
ERER S T2 A —F 7V TRIEHI O Rh B
RN F— a7 a AORLIEZLE LT
VA THEAAY MCEHAZBENTND, KAE
DEM LTS EZAIXGLP B FIZBW T,
AR, VAT LOEHESITEFRRL, &
LWWAHFEHO L Ba—F L AT LN T
—a v LEAOEY KA RETCEH LD
RFERlE LB ETHD,

1.1. Scope and definition of terms
2. Relevant terms are defined in the Glossary in

Appendix 2.

11. SERVHAZEOEZ
2. BARHEEIIRIME 2 O HFEARIC B VW TIER S
N5,
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1.1.1. Computerised System
3. This all

computerised systems used in GLP regulated

guidance applies to types of
activities regardless of their complexity (ranging
from simple devices like balances to more complex
devices such as stand-alone PCs controlling
lab-based instruments and complex systems like
laboratory information management systems). The
computerised consists of hardware,
software,

environment. Hardware consists of the physical

system

and interfaces to its operating

components of the computerised system; it includes

the computer unit itself and its peripheral

components. Software is the program or programs
that control the operation of the computerised
system. All GLP Principles that apply to equipment
therefore apply to both hardware and software.
conduct,

During the planning, reporting and

archiving of studies, there may be several

computerised systems in use for a variety of
purposes. Such purposes might include the direct or
of data from automated

indirect capturing

instruments,  operation/control  of  automated
equipment and the processing, reporting and storage
of data. Consequently there should be appropriate
to control,

procedures maintain and operate

computerised systems.

111, AV 1 —8{IRATLA

3. RTA X AL, By AT LORHESIZE
72 < (RO & 9 7 HifliZp 8@ n 6 BRE
THEHAINIWSREHIET 2 A2 RT7 e v
PC 72 &0 J 0 HEARAE B T ARG HREHL L A
T (LIMS) O X9 MR AT LICEDL E
T). GLP Ox{Z L 2 piEEicB VT S
L, HBOLWLEEDO LB a— 2Ly AT AT
WHIND, 2 Ea—F LT AT NE, HN—
Ko=7, Y7 o7, ZLTCEOEHERE
DA B =T 2= ATHEREND, N
=TI a v B a—2 by AT A OYPREHE R
FMOEKD . 2V o — X E AR L EDE
WEEND, Y7 huxTidarta—2y
AT LOBWEEHIET 2 B UIEH O T 7 7
TLTHD, LIER-T, HacEA s b4
TO GLP FANFN—FRU =7 &Y T7 b7
O I S D, REBROFHE S K,
R NT — A T ETOMIC, EHEDa o
—H LV AT BOME A 7R BEY TR &5 ATEE
WRnHbH, ZOX5REMICIEL, BEEEEE)
O OEHE IR 72T — 2 BuA A, BEjfbiE
B OBE /I, 7 — &% O, s K& OMRTE
RENEENDIEAD, TNPRICIT L E2—
A AT LDa s ha—v fR5E, EHOT-
DO 72 FIENE T D& TH D,
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1.1.2. Validation

4. The demonstration that a computerised system is
suitable throughout its life cycle for its intended
purpose is of fundamental importance and is
referred to as computerised systems validation. All
computerised systems used for the generation,
measurement, calculation, assessment, transfer,
processing, storage or archiving of data intended for
regulatory submission or to support regulatory
decisions should be validated, and operated and
maintained in ways that are compliant with the GLP
Principles. The same requirement also applies to
computerised systems used to produce other
GLP-relevant data such as records of raw data,
environmental conditions, personnel and training
The

process a computerised system performs should be

records, maintenance documentation, etc.
reliable and fit for purpose. The validation process
must provide a high degree of assurance that a
computerised system meets its pre-determined
specifications. Validation should be undertaken by
means of a formal validation plan and performed

prior to operational use.

11.2. \NYF—<3 Y
4. AL ¥ a—F b AT AN EDTA 7V A
I NVEKRIZDT > TERENTZAMIZE T2 b
DTHDHEND T EDOIFRITIRARICER 22
ETHhHY, B a—F LT AT ADON
VFr—vayeMEng, B4/ ~0fiEs
HEYE 257 —& 04, JIE, FH5E. FHb,
HRk, WER, (REEXIIT — A 7 D=z, H
BUVMNTHEBIRIS D T2 OPE 2 R— 457
WIEHEN2ETOar Ea—2{Ly AT A
X GLP JFHI &2 #85F L= 5iE TN 77— k&,
EHIN, RTFENDOIRETH D, ET—4,
BRETSAT, HMEHE R OB I O0E, T
BCEe & o> GLP BT — X 2 Epk 35 &
TICHWLN D I B a— 2L AT AT H[A
CEEREA SN, 2 Ea—Z by 2T A
IZEoTiIThbh A et 2 IEETE, BT
WO TWHARETHDH, NUTFT—varrak
A1E, B Ea—H b AT ANRH LN UOE
D HITALERICHE S LT D Z & & E I ARAE
THLOTRITNIE B2, N TF—T a3
IFIEERARNRNY F— g UEHEEZ W TITW,
HEHBAMBENCHE T 2 X&ETh D,

5. Validation of newly established computerised
systems should be done prospectively. Depending
on the size, criticality and novelty of the system,
testing should be performed if possible in a
dedicated validation environment before transfer
into the laboratory environment. It must be ensured
that the validation environment is equivalent to the
laboratory environment for appropriate simulation.
Appropriate change control should be applied
throughout the system’s life cycle including its

retirement.

5. FillcREISRS a2 — XL AT A
DN F— g 0771 AT T 4 FNFTH N
X ThDH, VAT LAORE, EEE, HHMEC
I U CHIBrd 2 _& 7208, alRECTHIUTHABR=E
BB TANCERAOANY F— 3 VERETT
AREATORETH D, WUV Ialb—Ta
YTEDE D, N T =g VEREITRBR SR
BmERSTHD Z ENEEI N TER D
W, BIELED, VAT LADTA THA 714
BRIl > CTHU R ETFEREZITHI XETh
D,
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6. Retrospective validation is not permitted unless
the scope of use has changed or an existing system
has become GLP-relevant (e.g., the need for
compliance with the GLP Principles was not
foreseen or specified). Where this occurs there
should be a documented justification prior to the use
of the system in a GLP study. This should involve a
retrospective evaluation to assess suitability that
begins with gathering relevant historical records
related to the computerised system. These records
should be reviewed and a written summary should
be produced. This retrospective summary should
specify what evidence is available and what
additional requirements must be tested during
formal acceptance testing to achieve the validated

status.

6. LEBRAXRT T 4 TN T — g U,
FHEPHN S Siens BEF S A7 5708 GLP B
WY AT Mo 256 (B 21X, GLP JFHE
SEOMEMEN TR L IHFEE ST o
Te%t) TRWIRD | by, 2D k9
IRGAITIE, GLP SR TMe% Y AT A&
HANZ, EYM%ECE LT HRETH D, EY
fbD=diz, Ygar va—2 by AT HICH
T5HINFE TOMERLERONENGIHEDL L |
HAXRY T 4 TIREAEVEOFHE 21T 5 & Th
5o TNHDREIZOVWT L Ea—L, EHL
EBEERTLHRETHD, ZOL FrAXRTT
o4 TR OERIZB N T, Eo Loz
TUARH S TWDDON, Fiz, EDXH 7B
INEEN, NYF— N ESNTREL 7257200
IERX72Z AT A MMZB W THRGEE S L2 T ud7s
RV ERT HXETH D,

1.1.3. Qualification

7. Formal qualification rather than validation may
Off-The-Shelf
systems (COTS), automated equipment of low

be acceptable for Commercial
complexity or small systems. Due to its extensive
use, validity of the incorporated software can be
assumed in cases where no customisation is
performed. Reference is made to respective
guidance from the Good Manufacturing Practice
(GMP) area, as e.g. Annex 15 of the EU Guidelines
for Good Manufacturing Practice for Medicinal
Products for Human and Veterinary Use, regarding

“Qualification and Validation.”

1.1.3. BT

7. TR OBERLEL > A7 & (COTS) ., #HME S DX
VN E BRI E 3N S 2T AT DN T I
U5 —a v X0 b ER el Rl o 07 8 T
BLLTRWEAERDHDL, WY 7 =TI
DOWTCITRFIUCHEH SN D Z b, I AZ~
A XTI TR WGEITITZE D IESMEZ K
ETDHIENTED, BIxIE T & O
IZ 2> W T, Good
Manufacturing Practice (GMP) 73 D& 51D 77
AZ A (BIZIE, & N EROEMW A EE SO
GMP IZET 5 EU WA T4 TRy 7 A 15
mE) BBBIIRD,

NY F =g v

8. Examples of low complexity COTS, automated
equipment or small systems may be: analytical
equipment such as electronic pipettes, balances,
photometers and storage devices like refrigerators,

freezers, etc.

8. HHEX DRV COTS, HEMEEEE 720 L/
FE AT AOFE LT TOLONRZETF LR
L EmTEy M KPR, JEER R SO
B, LK ODJEJE ., MR D X 5 e RAEEER e £
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9. Test facility management must decide and define
criteria for when to apply computerised system
validation and/or qualification approaches. A risk
based approach should be applied to define critical
process parameters and the actions used to monitor
each process to ensure it remains in a state of
the life the

computerised system. Therefore it is expected that

control  throughout cycle of
stringent calibration and maintenance measures are
in place, along with the use of internal references or
standards with strict pre-defined specifications.
Application of statistical process control tools (e.g.,
control charts) are recommended and long term
traceability of monitoring results is expected.
Special focus and monitoring is expected with
regard to the control of data flow where interfaces
established. Standard

procedures shall be in place that clearly describe

to other systems are

defined process and control steps.

9. HEEBEHEIL, oL a—Z LY AT LD
U7 —va VRO UTEEERHE 7 7 a —F
AT HRNCBE T o REZRE L, EXRL
RIFER b5, a3 Ea—Z L AT AD
FATHA 7 NVEBELT, arybae—LrInk
REEDNHEFEICHERI SN D720, EE /Yol
ARG A=A /O 7ot ADE=F— T
HIEEAEEDDH EXITIE, VAT R—RT 71
—FEEMATHREThD, Lizno> T, Fil
(ZHLE S AUT2 k& 2 ARG © To N R HE 72
UAEHEDME & & HIT, B 72 E e ORSTF
EORER TSN D, FERI 7T v A3 b
n—Y—L (FIZIE, 2 hr— L Fr—R)
OEAPHLES L, =4V U IREROERIC
DL =YV T oINS, hov
AT WA B —T = — A% L THERENT
WABEITIE, T —% 7 a—OfIEI BRIz &
REYCTCE=4) v /T+52 kﬂ%ﬁén
5, FFEO T mt AR OVEHTIEL AMIZTE L
TFEFIRELRET 2 XETH D,

10. Re-qualification activities should be performed
based on pre-defined time periods taking into
account identified risks. The qualification approach

should be detailed in procedures.

0. WRPEFRHMETEENL, FFESNTZU A7 T
ELTEW EDT-HRHIATH) RETh D, i
MR T 7 e —F & FIRECTHE LSBT 2
REXTH 5D,

11. Existing qualification plans and reports may be
referenced when multiple examples of the same

equipment are used within the test facility.

11. RERERN CEEOR CEE AR5 &
ZITBEAT OB R o s E A ST

HIZEINTE D,
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1.1.4. Life cycle
12. The validation approach should be risk-based
and test facility management has the freedom to
choose any appropriate life cycle model. It should
defined
performed in a systematic way from conception,
the

development, release, operational use, to system

ensure validation activities are and

understanding requirements, through
retirement. All relevant phases of the life cycle
should be documented and defined. This may
include the purchase, specification, design,
development and testing, implementation, operation
and retirement of computerised systems. Life cycle
activities should be scaled based on documented
risk assessment. Minimal activities may be required
for simple processes like weighing on a stand-alone
balance; more extensive activities might be required
for complex systems like interfaced laboratory

information management systems.

114. S47949)1L

12 X F—var77a—FF) A7 -2
LT HRETHDLN, EEEFHREITHEY R T A
THA T NVETVEBBISGERRTE 5, fHE,
TR OWTOEMNSLEF, V) —R, FiE
FATOEM, LTI AT LBEILICESL E T,
NYF—va AFHMEZER L, KR ET
HZEEMEIITLRETOD, 74747
JNZEE T 5 2 TORMIICE L L TERT D
REThHD, BEFELELTUL, ara—2{v
AT LOE, RER. Keh BELOT R
L, S EHELTCEIERERDDTEAD,
TA THA I IEBOFBIICE LSz Y A
TTHARX MIESWTIRDERETH D,
AL RT By ORFCRMHET S L 9 7R HHiR
7'ut ZDGEIIE/NROIEE) THEDRWTEA
VoA U H—T 2 —A%S L CHEE S5 LIMS
GRER=RIGFMEHLY AT L) DX 9 MRy
AT LAOLEX, XV IRERIEEN LIRS
Nh LIL7ew,

1.2. Risk management

13. Risk management should be applied throughout
the life cycle of a computerised system taking into
account the need to ensure data integrity and the
quality of the study results. Risk management
consists of risk identification, risk assessment, risk
mitigation and risk control. Decisions on the extent
of validation and data integrity controls should be
based on a documented rationale and documented
risk assessment. Risk management should link to
other relevant procedures (e.g. configuration and
change management, management processes for

data, business risks, etc.).

1.2. JROIRDAD b

13. 7 — X O5et L RBEAEROE LR T 5
VB AZEZEBL T, VARV A L heay
Ea—S by AT LDTA 7% A 7 VERIZH
2o THEHTAIRETHD, VAT AV
MEI, VAZRE, VAZTEARA R, UX
WL N A7 av ha—LAhbkb, /N
F—a YORPEKR DT —F DA b
7 —/L 3 HHiIFICBE T AR EITSCE LS e A
PRAARIL & LB ENTZ Y A7 T A A M
HEALRETHDH, VAT T A MIfho
BRTFIE (B2, Mll~x A FEAER~
XAV, TR ELEURRAY R R EDE
HEINE) RO E2ThD,
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14. Risk assessment should be used to develop an
adequate validation strategy and to scale the
validation efforts. The validation effort should be
driven by the intended use of the system and
potential risks to data quality and data integrity. The
outcome of the risk assessment process should
result in the design of appropriate validation
activities for computerised systems or computerised
system functionalities. The appropriate use of risk
assessments is of paramount importance for an
effective and efficient validation approach. If risk
assessment outcomes are appropriately used they
will provide test facility management with an
adequate methodology to validate both simple
laboratory systems as well as complex laboratory

data management systems.

14. WE N F— g VR AFEE L, N
T = a NEEOBBERD DD AT T
BEAAV NEETHRETHDL, NV T—v
3 UEEIT, VAT LAOERBERNE T —F DM
B R OT — 2 OFEEMICHTT HEHER U 2712
EOWTRETHREXTHD, VAT EAR
Vet AORERS, arEa—Z{bv AT
LT arBa—2 b AT AOEEIZE > T
WE72 Y F—3 g AR OKFHI D7 RN B
XThDH, VA TEARX Y MO RFAIX
HRBIN ORI N F— a7 Fa—F
WZEoTHRBEHTHSL, VAIZTERAAL L
OFEFRPEENFIA S, e E B X,
Hifli7e TR AT WM T R T — 2
AT LD S EN)T— R NTHDIZHND Z &
NTE LR Fikma T &N TE L2
A9,

15. Risk assessment of computerised systems that
are used both for GLP-studies and non-GLP studies
should include any potential impact of non-GLP
activities on GLP compliant activities. The same
requirements for validation apply for such systems
as for computerised systems that are used
exclusively in GLP studies. There should be a clear

differentiation of GLP data from non-GLP data.

15. GLP #kB# & O GLP 3R BR it 5 (2 S hv b
O a2—H AT LDY AT TEAA L b
(2%, GLP % 85F L7 TGEhZ x4 2 9F GLP i&H)
DRIFTHOLP LB ELZTDLIEThH
5o DX I AT I LTI, GLP B
BRI SN a B a—2 b 2T A
THLOERUANY T —2 a VEANREH S
%,GLP 7 —% LI GLP 7 — X [ I Z X Bl &
nNoRETho,
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1.3. Personnel, roles and responsibilities
16. The GLP Principles require that a test facility or
a test site have appropriately qualified and

experienced personnel and that there are
documented task specific training programmes
including both on-the-job training and, where
appropriate, attendance at external training courses.
Records of all such training should be maintained.
The same provisions also apply for all personnel
Tasks and

responsibilities of test facility management, quality

involved with computerised systems.

assurance, study director and study personnel that
use or maintain computerised systems should be
defined and described.

1.3. HEEF, &I, BEE
16. GLP JFHITIL, #RBrfask 72\ LikBRSGETIC

XU B AR T ORREE T EE X,
OJT &, WEIZIL U THMHE =2 — 2 ~DZN
bETe, WBEIS CTEBEIM T 0 77 A%
T HZ L ERBMNT TS, 20X I
BAlFOFEII R TRIFINDIRETH D, =
Va2 —F b AT ADOBBRESEBIZOWVWT S
FICHENEHASND, I Ea— L AT
LB OISR B S B (SN
PRAEEFY, SBRETE K ORBRIEHE OfT5 &
B2 EHRL TRk T ThH D,

17. To validate a system and to operate a validated
system, there should be close cooperation between
all relevant personnel if possible such as the test
facility management, the study director, quality
assurance personnel, IT personnel and validation
personnel. All personnel should have appropriate
qualifications and be provided with appropriate
levels of access and defined responsibilities to carry

out their assigned duties.

17. AT LDONY F—3 g ‘/%ﬁb\ NYF
— MMV AT LAZEHT L7201, EE
ﬁﬁ%\ﬁﬁﬁﬁﬁ\ﬁﬁé%ﬁﬁé%\HE
WEL ANV TF—va VHEEFERE AIRETHI
FRTORREM CTREIIWHNITL2XETH
éoif®ﬁé%iﬁ@&§%%ﬁbfﬁb\
WEI7Z2 LT 7 AMERD G- 2 B, #HD
BTONIAEBEZTT D EEBBE S LT
HRETHD,

18. Personnel who validate, operate and maintain

computerised systems are responsible for

performing their activities in accordance with the
GLP Principles and best practice guidance and

standards (see "References" in Chapter 5 below).

18. 2 Ea— XLy AT LD F—3 g
v EM R OMRSF 21T 9 F13 GLP AR~ |k
T T 4 ABTA K AR O FEHENRE > TIRE)
EITOBRMEEAD (FRLE 5 =D [ZE3HK)
ZH),

19. During validation of computerised systems and
the of GLP studies,

responsibilities should be defined and controlled via

conduct roles and

system access privileges, training and general GLP
requirements. Training records and system access
authorisations of users should be available and
that have sufficient

demonstrate personnel

knowledge and access rights to fulfill their

respective roles in a GLP compliant manner.

19. AL Ea—FLo AT LAONRNYF—3 9

KO GLP ik D FEfii (2 BTk, &E & HEiE %
I L, VAT AT 7 AW, BEIEHLED)

—%) 72 GLP ZffZ2@ L CEET HAREXTh
%o —HOHENHELEKE N AT LT 7 &
AT MR TEDLEOICLTREE, ZhbiX
HYFEN GLP (2 S L7 HIETEH OKE %
RIT oD+ n7emige 7T 7 e AMEEZH/ LT
WAHZEDNFEE 72> TNDHRETH D,
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20. Relevant contracts or service level agreements
should detail GLP training requirements for global
or corporate IT teams or for external and internal IT
service providers who may work in accordance with

quality management systems other than GLP.

20. BT A8 ELNV LY —E AL LT S
J—Ar MTEWTIE, GLP UASADRE~ R Y
AL NV AT WIS THEEEZ T HARENO H
D, 77— LEEIT F—L4A, HH0IE
WNALD IT —E 2 7 a1 ZT O GLP #E
AFRE 2R T 2 _XETH D,

21. Roles and Responsibilities are described in

Appendix 1.

21, HHI L OFEIZ OV TR 1 I2FET,

1.3.1. Test facility management
22.  Test

responsibility  to

has
the

equipment, personnel and procedures are in place to

facility —management overall

ensure that facilities,
achieve and maintain validated computerised

systems.

AT AT N EHL L HERFT 5 7290 OR%H .
Has, HYE L OFIRENFHEEICHI > TWD
EIZARETE R D,

[

23. This includes:

a) the responsibility to establish procedures to
ensure that computerised systems are suitable
for their intended purpose and are operated and
maintained in accordance with the Principles of
GLP;

b) the appointment and effective organisation of an
adequate number of appropriately qualified and
experienced staff; and

c) the obligation to ensure that the facilities,
equipment and data handling procedures are of

an adequate standard.

23. ZOEFICIFUTOZ ERNEEND,

a) AL a— by AT ANER LT HEYIZ
Wo7=bDTHY ., GLP JFANZHE - TiEM
SNRSTFEHIND Z L2 MEICT 5720
D FNEZE e %5 HiE

b) +o 7R N OO R G A AT DR E
7278 DA & SR 7 kR

o) wxfii. MaR T — & 20 5 FIEM+
DIRKMED L DT D Z & Ml D HE

24. Test facility management should ensure that
procedures required to achieve and maintain the
validated status of computerised systems are
understood and followed, and ensure that effective

monitoring of compliance occurs.

24, EEEMEIL, a2 —F LV AT L%
NRYF—hSNFREICLTINEHRFT 572
DI B FIENSHEFRICEM I, SFHD 2
&L FEo, EAESPRO RN T = U
T IHEFIATOND LT HRETH D,
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25. Test facility management should designate
personnel with specific responsibility for the
development, validation, operation and maintenance
of computerised systems. Such personnel should be
suitably qualified, with relevant experience and
appropriate training to perform their duties in

accordance with the GLP Principles.

25 HEHEMEITa L a2 —F (L AT LDH
., N T —a v, BERORSTE BRI
LREDEMEAIBELIBL T HRETH D,
IO XD 7 TEY) &R A A L, GLP JFAIC
Weo THEBZBITT D720 D Y%k 24 L,
WY BB A Z T CNDRETH D,

26. It is the overall responsibility of the local test
facility management to ensure that computerised
systems provided within a wider company are
operated and maintained locally in accordance with
the Principles of GLP. Written agreements between
the local test facility management and the parent
organisation should clearly assign responsibilities
for validation and maintaining the validated status
and GLP compliant operation of computerised
systems. Test facility management can delegate
responsibilities fully or partly at an individual
system level or collectively to adequately trained
personnel (e.g. the overall responsibility for GLP
compliance of computerised systems to a system
owner or for a specific computerised system to a

validation director).

26. AENTIEKEH SN D 2 B a— 21y
AT DI YEEHERR T GLP JRANZHE» CTEM &
TVRSFEBEESND Z L 2fEFICTHZ L, M4
iRk O EEHE OSRNEETH D, Bk
i a%k D18 A A & B & OO EFEIL,
NYF— g WNCa sy B a—Z b AT L
DY F— h ENTRAER Y GLP 1[4 LT
EHOKMERH T 2 B EZIMIZED T2 b
DIZTHRETh D, EEEHEILMER] D> A
TLHEM T, HDHWIEFE EOH T, WU E
ZATTEFHICEEOR LM e 58T 52 &
NTE5 BlziE, ara—2s AT L0
GLP # &2k 2 2N EMLE v AT A4 —F
WZERET D, HOWITFEDa B a—F{by
AT ML TN T = a VEERICEET
%)

27. The test facility management should define roles
and responsibilities for both validation activities and
the routine operation of each computerised system
regardless of its level of complexity. Potential
conflicts of interest associated with roles and
responsibilities should be considered to avoid risks
to data integrity (e.g. analytical personnel should
not be in control of the audit trail settings of the

system they are working with).

27. EEEHEIL, T OEMES OREICERR
L, HFarvBa—H v AT LON) T — 3
IEE) & B EHIEMEO M T I OV TS & BT
EERTOHRE TS, 7—F D537
LY AT BT D20, BB R OEEIC SR
TOWENRFEER ZEBETHXETHD
(B ZIE, O HESEITE LAEHA LTS v
AT LOERIORENF BT 5 & T
IX720),
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1.3.2. Study Director

28. The study director is responsible for the overall
conduct and GLP compliance of the studies. The
study director has the responsibility to ensure that
all computerised systems used in the studies are
validated and wused appropriately. The study
director’s responsibility for electronic data is the
same as that for data recorded on paper (data should
be attributable, legible, contemporaneous, original,
accurate, complete, consistent, enduring, and
available). Before the initiation of a GLP study,
confirmation of the validation status of all the
computerised system(s) that will be used should be

verified by the study director.

1.3.2. HBREEE

28. FRBREALH 1 LRER O i 2% & GLP i A& 1C
T LEMEEZA S, MBREEE IR BT
In5HAE f@:/t1~&m/X7AW%ﬂb
NYF—hSh, FHIND Z L 2fEFEICT
Eﬁ%ﬁﬁéo%%?~&mﬁﬁéﬁﬁﬁﬁﬁ
OEMIIMICTEEE SN T —XICET LD L
FUTHD (F—FITFmE1PHAME T, HHr 6
T, FAFERDH Y, FARATHD, EHT, B8

RHEOT, ~BELTEY, HANRLDOTHY .
FIHAHRETH D Z &), GLP REROBAGRTIC

ﬁ%éhééf@:yt;~&MV27A@A
U7 —va RENHRBRELH IS L > THERS
NoHR&EThs,

1.3.3. Quality assurance

29. Quality assurance personnel should be aware of
GLP-relevant computerised systems at their test
Quality
responsibilities for computerised systems should be

facility or test site. assurance
defined by test facility management and described
in written procedures. Quality assurance should be
able to verify the valid use of computerised systems.
The quality assurance program should include
procedures and practices that verify if established
standards are met for all phases of a system's life
cycle. Tasks to verify standards in validation,
operation and maintenance of computerised systems
may be delegated to experts or specialist auditors
(e.g. system administrators, system owners, external
experts etc.). Quality assurance personnel should be
provided with an appropriate level of training and
access to allow them to inspect specific computer
processes if needed (audit trail reviewing, data
analysis techniques, etc.). During inspections of
studies, quality assurance personnel should have
direct read-only access to the data if it is only

available within a computerised system.

1.3.3. {EREMEIRFEERM
29. (S HEVELRAEFE Y 32 132 OB i a% X I35
BATICH D GLP Bl a L v a—H ks 2T
DZONTRHFH L THERETHDH, 2=
—Z b AT AT AR MR P O BT
ILEEEHETICL > THES L, FIEEICRES
NTNLRETH D, EEMERIESMIT= v
2a—Z LT AT AR ELRIEHEIN TS Z &
EHERTXHRETHD, FEMERIET e /T
DZiE, VAT LDTA THA 7 NOREEPEIC
BOTRELENIZ SN TWNDENE D D ER
RET 2 RN OVEREEL KV AL & TH
Do AL Ea—H WL AT LD FT—2 9
R ORSFERIZ 1T D A MEE T D 1E3
FHMARR2O LITHEMRESE Bl 27
LT RI=AFL—& VAT LF—F, FME
HAZE R E) IZRFEL THiEbR, ([FHEMELR
RS FIZIE, MBS U TRED I B a—
AT ALEPETE DL O, @EIRKED
HEINHZZFSE, 778 AEE G2 D5 &
Thd (EHIHL Ea—, T — XN
E)o BROFHAERE, (BHMERFEE Y F L, =
Vo — XL AT ANTOHBERRE/RT — &
WZxt LTI, Bl EHCHEET 7B 2T 5
[Raffo TN HRETHD,
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30. Study directors and quality assurance personnel
should have sufficient training to understand the
adequate use of

relevant  procedures in

GLP-relevant computerised systems.

30. ARBR AT K OMEEMECRGEE 23513 GLP B4
O3 o —2 by AT LOmEY) 7 I B
W5 PEZ PR C X 5720 O+55 e BE I
BT HUERD D,

1.4. Facility

31. Due consideration should be given to the
physical location of computer hardware, peripheral
components, communications equipment and
electronic storage media. Extremes of temperature
and humidity, dust, electromagnetic interference and
proximity to high voltage cables should be avoided
unless the equipment is specifically designed to

operate under such conditions.

1.4. fEE%

31, avyBa—& n— Ko7 FEOs, @
fFEEE K OVEFRU A DR EREIZOW T
FCEE T 2 R&E TH D, Ml /el <o
B, BT R ORIER & OHEL BT D&
Thd, 2L, EENZOX D 25T TE
95 L O ICRANCERF STV A5 AITIR D
DIRY TIXRW,

32. Consideration must also be given to the
electrical supply for computer equipment and,
where appropriate, back-up or uninterruptable
supplies for computerised systems whose sudden
failure would affect the results of a study. Adequate
facilities should be provided for the secure retention

of electronic storage media.

32, ZEREH 7R R E DSBS R A KT
NOHHa L a—H LT AT DITOWTIL,
A a— OB, HEIZS T T,
Ny 7T Tl LR EEREEIC OV T
BB L 22T AU B2\, B Riskiiis 2 224
WZORFFT D 7O R s S HE S H R &
Th b,

1.5. Inventory
33. An up-to-date listing (inventory) of all

GLP-relevant computerised systems and their

functionality should be maintained. The list should

cover all GLP-relevant computerised systems,

regardless of their complexity. Computerised

systems used in GLP studies should be traceable
from the study plan or relevant method to the

inventory. The inventory should contain the

validation status, make, model or version as

relevant, and business process owner and IT system
owner who have

(persons responsibility or

accountability for the system).

1.5. 1 RV R

33. £ COHOGLPHED I ¥ a— b AT A
L EOMRBIZOWT, FFo—EER ([
NU) ZHEFFTARETH D, TOEMESITHE
R ATOGLP FHED a2 B a—Z LI A
T LEMEETHRETHDH, GLP R TEH S
nNoarva—2 by 27 A, RBREHEE
WL YRR TENS A R Y DY AT A
DS IT HND LT EHERETHD, 1
YRV YHE Y AT LAONRNY FT— 9 0k
re, fldor, MASUIAN—Ya s, WRicE Y
AXAT AR AL —F KOIT VAT LA —F (¥
AT PR LU CEAE USRI EE 2B S #F) 0N
LHENTWERETH D,
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1.6. Supplier

34. When suppliers (e.g. third parties, vendors,
internal IT departments, service providers including
hosting service providers) are used to provide,
install, configure, integrate, validate, maintain,
modify decommission or retain a computerised
system or for services such as data processing, data
storage, archiving or cloud services, then written
agreements (contracts) should exist between the test
facility and the supplier. These agreements should
the

responsibilities of the supplier as well as clear

include  clear  statements  outlining

statements about data ownership.

1.6. Y754 %

34, 774 Y (FlziE, b— K R—=F 4, X
V= WNEBIT 5, RAT 47— R
aNA X Gt — X7 g K) ZFHL
Tarvba—2 by AT AOME, RE. K
WE, A, NV T —a v, REFER, B,
I LU AT O E . D07 —%
B, T— X7, T— A T XIXT T K
— B R EOY—ERADOTOIZHHT 254,
RERRR & V7T A ¥ EORICIIER TOAE
(FFE) DEETHIRETHD, ZIHLiEh
BEEZEZV T4 YOEMLEZWMICTLET 5 &
R C T — Z FTAHEIC DWW T BT 5 & T
Hb,

35. The competence and reliability of a supplier
should be evaluated by test facility management.
The need for, and extent of, vendor assessment
should be based upon a risk assessment taking into
account the complexity of the computerised system
and the criticality of the business process supported
by the computerised system. The need for an audit
should be based on a documented risk assessment. It
is test facility management's responsibility to justify

the requirement for and type of audit based on risk.

35. 7T A Y DHES) &AFHEMEILE R BT
Lo GHisn b _R&ETHDH, N F—Fffio
WEME N EDOREIL, 2 Ea—2 1y
AT LADOEMES L a v Ea— 2 by AT AL
STHR—=MENDZEVRAT B AOEEE
ZEBLT, VRAZTERAAL MZESLS D
2T HRETH D,

A/ EEOVLEEIICE LI A7 TR
AR MZHEHASWEHDETEHIREITHD, Y
AT IS THE/EEOE ;L FEEZ Y
IbT 5 DITEEEHREOELTH D,

36. If the evaluation scope includes a technical as
well as compliance focus, the involvement of
specialist technical personnel as well as quality
assurance personnel should be considered. Test
facility management should be able to provide
inspectors with information about the quality
systems of suppliers depending on the services they
are providing. Suppliers do not need to conform to
GLP regulations, but must operate to a documented
quality system verified as acceptable by test facility
management with input from the quality assurance

unit.

36. RFAMELPE IS IES ST O RRE &[RRI HE IR
MEbEENLGE. FEHEERFHELYE L &b
ICEEPEMT Y F OB 52 B8 T H XX Th
Lo HEEHEIL, BESh - RIsT
TH T T4 YDONE Y AT LT H1ERZ
TEICRETE ) IcTr&ThD, 7
7 A ¥ iX GLP BHIIHE 5 MBIy EHEME
PRAEE T 2 DT A FRIE B EE N AR
FREL L7z, XESNTZRE VAT AE

HTEE LT UL 7220,
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37. For vendor-supplied systems, it is likely that
much of the documentation created during the
development is retained at the vendor’s site. If
documentation is retained at the vendor’s site, test
facility management should ensure it is securely
stored. This may require a formal contract between
the vendor and the test facility. In this case,
evidence of a formal assessment and/or vendor
audits should be available at the test facility. Formal
the

vendor-supplied systems is required.

acceptance testing by test facility of

37. XU =R I ND AT ADOGE
BAFRFHAER S L2 E R DL I 2 —{fI T
REF SN D ATREMES EV, BRI Z—{l T
RSN D56, EEEHEE I XIERNZ IR
FENDZEEBEFRIZTHRETHD, 207
DI & — L akpiia O CIEXR 32K %
FESUENDDLHIEA D, ZOWE, ERRFHb
L/ IR H—F—F 4 v hOZET A
R CHRTELXL9CTHR&TH
Do NUZ—=DOMHHEIND AT MO NT
IR L D EXARZ AT A RBRETH
Do

38. Test facility management should define in
written agreements the interfaces between its
validation procedures and any activities provided by
a supplier. Such interfaces should be applicable to
the validation phase and to the operational phase.
For example, any testing activities performed by a
supplier should be evaluated by the test facility

management.

38, BEEHEAIIGEFIZBWT, 2o T
— a VFREEY T T A VI DB ORI
ODNWTERTDHIREITHDH, ZDL D 7eHNx
NYF—va VB R OEHBMICEHTE S
LT HRETHD, HIZITHTTAVITK
STIHOLALWTROT A b b JEEEHEIC L
STIHliEN A& TH D,

39. Hosted services (e.g. platform, software, data
storage, archiving, backup or processes as a service)
should be treated like any other supplier service and
require written agreements describing the roles and
responsibilities of each party. It is the responsibility
of test facility management to evaluate the relevant
service and to estimate risks to data integrity and
data availability. Test facility management should be
risks

aware of potential resulting from the

uncontrolled use of hosted services.

39. RAT 47— 2 (21X, 7T vk
Th—Lb, VT UxT | THRE, T—H
AT, RNy T v T —EvARAELLTO—H#
OEE) Fhob b7 T4 v —e Rl
kI RETHY | BEYFEHOLE L
B2k LGB EZLELT S, BHET 5
P—EREFE L., T—% DOEEEST — X D
FIAATEEMEIC 32 Y 27 & BEEY 2 O1dE
EHEORMLETH D, EEEHFIL, mAT 4
VTP —ERAOHH E TR WFIHIZ L 5T
U BRI Y 27 ICOWTHRB L T R
ThD,

40. A test facility may include the company’s IT
department as a part of its GLP facility. In such
cases they must have a reporting line to test facility

management.

40. BNt 21 GLP gk O —# & LTtk
IT HAREZENDHEH D, ZD XD RY
A 1T, B ICmE 3 2 A%
=27 i3 6720,
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1.7. Commercial
(COTS)

41. A computerised system may fully or partially
rely on COTS products. COTS products may be
with

Off-The-Shelf products

used without modification, limited
configuration, with heavy configuration or even
customised coding. As with any other type of
software, COTS products require appropriate
validation depending on the risk and the
If an

application (e.g. a spreadsheet) is not complex, it

complexity of any customisation.
might be sufficient to verify functions against

user requirement specifications.

1.7. TROBEE S (COTS)
4L:y51~5va%A@cm3”&u%
C BDLVTESNKTT LB D,
ans@% IEEEMZHZ E7efEHEND
BEHHIE, REMRERGREDS S, K
DY IR EDSE ., DO WX —T 4 7
EHNAZ<A XL THEHENAEGALH D, fill
DHOLWLHFEEDY 7 by =7 LFEL, COTS
BV R L H AL~ A ZOEHESITE LT
WY N F— g B ET S, TS r—
2y (BlziE, A7 vy Ry— k) MRS
O TR, = — P ERABEICHS LT
BEA MR T D72 THand LR,

42. User requirement specifications should be
written for any application that is based on a
COTS product. Documentation supplied with a
Off-The-Shelf (COTS) product

should be verified by test facility management to

Commercial

ensure it is able to fulfill user requirement

specifications.

42, 2 —HFRAAEEIL COTS R A2 _X— R (Z
TEH5HLPLT Y r— g L CERT
HRETHD, TROBERE (COTS) &&

RSN D ERHE, = — P ERMAR 2 7
é*k%ﬁ%’#ék IEEEHEEICL ST
GO éﬁ’bé/\%f&)é

43. Spreadsheet templates for calculations using
pre-defined formulas, self-written equations, or
macros should be regarded as in-house developed
applications. The validation requirements for
these are described in sections 2 and 3 and will
depend on risk and complexity. The underlying
COTS product will require an appropriate form of
qualification and documentation. Qualification of
the underlying COTS product alone is not

sufficient.

43. "I H 50 UHAA N5, BIE
DA, I~ 7 vz LR EAED =D
DAT Ly Ry—hT o7 L— MIAEMBRET
TV r—varbBhpdREThD, bl
B2 F—va VBRI 2 KO3 ok v
I IR SNTERY . U R T S M SITKAE
T 5, N—RIZ725H COTS #ihFE g 22 o
WEASTEREMN & SCEAL NS T L 70D, R—R (T2
% COTS R OWFEMERHM 721 TIEA+70Th
Do
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1.8. Change and configuration control

44. Any changes to a computerised system should
be made in a controlled manner and in accordance
with written change control procedures. Change
control procedures should cover the validation
phase, the operational phase (including archiving)
and the phase in which the system is retired. Test
facility management should define roles and
responsibilities of those involved with change
control activities. Decisions on change control
requirements should be risk based and will depend
on the complexity and criticality of the change to
data integrity or the business processes supported by
the computerised system. Risk assessment used in
change control can utilise software categorisation as

described in current ISPE' GAMP? guidance.

1.8. TEEBRLIBER

44, a2 —FLT AT ANz HbNH T
NOETL, ar bo— SN HET, 28
FHTPIEEICE S TTTONARETh D, B
BHFNEIANY F— a B, EHEWE (7
— A T ERET) WONTT AT LDOFEILBEREIC
HHEINLZRETH D, EEEHEIIETEH
HENCEA G T 2 HOEFNEBTELERT HE
Thod, BEREHEMHICETHIRETY 27X
—ATRINDRNET, FT7 X DFEEMEN
Fa v Ba—2 b AT AL > THHR— X
NHEVRAT Y AT HEEDOBEMS &
BEEIKFET D, BEEHICBWTHA S
LY AT AAL NTIE ISPE' O #HIK
GAMP® A Z v AICE#shD Y 7 by =T
SEEFAT D ENTE D,

45. Change control should cover any item that
undergoes review, approval and testing and that is
defined

computerised system. It should ensure that a

relevant for a configuration of a
system’s configuration is accurately described and
documented at all times. Study specific activities
(e.g. data capturing, data calculation, etc.) should be
to a

traceable specific configuration of the

computerised systems if the configuration is
relevant for the results. Change control should be
interfaced with risk assessment, testing, release and

adequate documentation procedures.

45. BZHEEHIT, L E2— EKRBKLOT X MC
Bb2HEBT N Ea—H b AT LDMH
EDOHEMICERT AHAZ R THN—FTHRE
Th b, WY AT LOWERERE D IEMEIZFLR
S, XFEEShdErIcTHr&ETHL, A
BREA OISR (Bl2X, 77— 2 BOAH, T—X
FHRZR &) AT OWTIR, HERGER E A G S B
TEHOTHNIE, aLr B a—F by 2T LDK:
TEDORERGER E F TIBBfATREE T 6 X& Th 5,
EHEEMIIY AT TEAAL N, AR, U
— A K ONEG) 72 SCEAGTFIA & FE O DT o
xThos,

" ISPE - International Society for Pharmaceutical Engineering

> GAMP - Good Automated Manufacturing Practice
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1.9. Documentation requirements
46. Documentation requirements for computerised
should be

system

included in the quality
should all
GLP-relevant computerised systems. The depth of

systems

management and cover
documentation necessary will vary dependent on the
of the

computerised

complexity and validation strategy

computerised system. For each
system there should be documentation typically
covering:

a) the name and version of the computerised
system’s software or identification code and a
detailed and clear description of the purpose of
the computerised system;

b) the hardware on which the software operates;

c) the operating system and other system software
(e.g., tools) used in conjunction with the
computerised system;

d) the

language(s) and/or data base tools used where

computerised system’s programming
appropriate only;
e) the

computerised system;

major functions performed by the

f) an overview of the type and flow of data
associated with the computerised system;

g) file structures, error and alarm messages
associated with the use of the computerised
system;

h) the computerised system’s software components
with version numbers; and

i) configuration and communication links among
modules of the computerised system and to

equipment and other systems.

1.9. XEEMNADELEIF

46. B2 — 2y AT M LT CER

VERFEHT, WEYR VA PV AT ACE

FNDHZRETHY, &2THOGLP B2 B a—

BNV AT LEMBIZT HRETH D, LHEHL

DOYEVEDRRE T v B a— 2Ly 2T LD

SN F—v g VERIKICIS U CR RS, £

nEThoar va—2 by A7 LIONT, —

IRICU T2 LI XELTHET L& TH

Do

Q) A Ea—H AT LADY T N =T O
SRR N—T g TR — R RO v
E 2 —Z by AT LD HBITOWT OEER
D> OB 72 7 A

b) V7 EU =T MEENT O NN— Ry =T

¢) AUV a—X LT AT A EEE L THEAS
NDARL—T 4 VT VAT AR Z DO
DYAT LY T b7 (FIZIE, V—)

d) arvva—H{bv AT 2070 TTI T
SEAO/ T —HF _XR—RA Y —)L (&S
NS AR S)

e) AL a—FLT AT A Lo THEITIN
% 7 F4HE

f) I Ea—X b AT NMIBHRTHT — X
DOFESE & TR DN T O

g) A a—H{L AT AOMHICEFRT S
T ANEE, T ROEEX -

hy AL Ea—H L AT LDV 7 T 2
VIR—R U NEEDON—T g VEE

) I a—H LT AT LDEY 22— )LD
RERRERE Ll U v 7 W ONCEEE S oo o
AT DSDORERERE L BE Y 7

21/67




Japan Society of Quality Assurance

47. The use of computerised systems should be

documented adequately. Such documentation
typically covers, but is not limited to:

a) procedures for the operation of computerised
systems (hardware and software) and the
responsibilities of personnel involved;

b) procedures for security measures to detect and
prevent unauthorised access or changes to data;

c¢) change control procedures describing processes
for authorisation, testing and documentation of
changes to equipment (hardware and software);

d) procedures for the periodic evaluation for
correct functioning of the complete system or
its component parts and the recording of these
tests;

e) procedures covering routine preventative

maintenance and fault repair (these procedures
should the

responsibilities of personnel involved. For

clearly detail roles and
COTS systems, the use of a vendor’s own
policies and procedures for performing the
work where appropriate is acceptable. This
should be detailed in a written service level
agreement);

f) procedures for software development,
acceptance testing, and other relevant testing
and the recording of all testing;

g) back-up and business continuity procedures;

h) procedures for the archiving and “retrieval” of
all electronic data, software versions and
documentation of computer configuration and
evidence of all activities;

i) procedures for the monitoring and auditing of
computerised systems and evidence of all
activities; and

and authorisation for

j) procedures system

retirement.

47, a2 —Zby AT LA HIC OV T
e CEEERT ARETHDH, ZOLEH L
FNT—RICLLTORBER I LD, Th
TEFITERE S 72y,

a) ALV Ea2—F b AT A (hN—FT =T K
Y7 by =7) OBAEFIER ORERE DR
T

b) T—H~DORIERT 7 A XITEE % M
LCBHlEd 272008 %a 7 4 %FROF
JIE

¢) ¥ (N—FRU=zT KOV 7 r=T) I
Mz DEFEOFHR, 7 A MR OLEDOT 7
T A A F T 528 A E IR

d) VAT AERXITZE ORERGE 77 73 86 812 H
BELTWDZ &2 oW T OEMA 2284 &
ZHUCEED BT A N OFLERD FIA

e) HEOTIRTFROEEERFOFIE (29
L7 FIRIC B W TIEBERE O%H & BiT%
BfEICFE LSO D RETH H, COTS T &
T LOLE MBS U TEEEZITT 57
DO H—A O E K RFNAOEH M
BOOEND, ZOZ EF— AL LTS
V=AU MIFELLREBLTEBIRETH
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f) Y7 b =T B, AT A FROZ O,
ORE#ET 57 2 FIFIZETHOT A SO
FRDFIH

g) N 7T v 7 R OV ke TIE

hy B COEFT—4, Y7 =T R"—V3
V3B a— 2RI O W T OB ERE NS
ETOIRFOET VAT —H A7 L,
(Y N —7) T57DDOFIA

) 2 Ea—F I AT AR TOIFEEHD
TETUREE=ZY 7 - (AT S FIE

j) VAT LBEIEDOFNARK OFFA]
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48. Further management and validation procedures
should be described if relevant and may comprise
but not be limited to: acquisition; risk management;
service validation

management; planning;

requirement specification; design specification;
installation; system release; traceability; incident
management; configuration management; record
management; staffing; roles and responsibilities of

personnel and document management.
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49. Records and procedures should be available that
describe in sufficient detail validation and use of the
computerised system. Such records may comprise
but are not limited to: risk assessment; supplier
assessment; service level agreements; requirement
specifications; testing; release; personnel and user
training; descriptions of incidents and changes;

configuration and operation.
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50. The complete documentation of validation and
operation of a computerised system should be
available as long as study data generated with the
system have to be archived according to applicable

regulations.
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2. PROJECT PHASE

2.1. Validation

51. Computerised systems should be designed and
demonstrated to be fit for purpose in a GLP
environment and introduced in a pre-planned
manner. The validation of a computerised system,
its documentation and reports should cover the
relevant steps of the life cycle, as defined by test
facility management based on the complexity and
intended use of a system. The validation effort may
be scaled and adapted to the type of system justified
by documented risk assessment. Test facility
management may rely on best practice guidance
when scaling the validation effort. Test facility

management should be able to justify the life cycle,

the strategy, validation standards, protocols,
acceptance criteria, procedures, records and
corresponding deliverables based on a risk

assessment. For example, test facility management's
validation deliverables may be limited to user
requirement specifications, a validation plan, user
acceptance testing and a validation report if it can

be justified by risk assessment.
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52. There should be evidence that the system was
adequately tested for conformance with the
acceptance criteria set by the test facility prior to
being put into routine use. Formal acceptance
testing requires the conduct of tests following a
pre-defined plan and retention of documented
evidence of all testing procedures, test data, test
results, a formal summary of testing and a record of

formal acceptance.
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2.2. Change control during validation phase

53. A change control and deviation management
process should be in place from the start of the
validation process. If change control and deviation
records are not considered relevant it should be
justified by test facility management based on a risk
assessment (e.g. a simplified validation approach of

a less complex [i.e. simple] system).
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54. Change control during development and
should be

distinguished from change control during the

validation of a system clearly

operation of the system. Validation documentation
should (if

applicable) and reports of all deviations observed

include change control records

during the validation process.

54, VAT AOBRKEONY F—3 g VO
FEBIL T AT NEHRFO & I XHRICXE]T 5
RETHDH, NV TFT—varLET, BHE
Mgk Y TH556) NV TFT—var o

AZBWTHE SN2 TORBLOHEE
EHDHRETHD,

2.3. System description

55. A system description detailing the physical and
logical arrangements, data flows and interfaces with
other systems or processes, any hardware and
software prerequisites, and
should be

description should be maintained throughout the life

security measures

available. An up-to-date system
cycle of the system as described in chapter 1.9. For
simple systems with low complexity, a less complex

description would be acceptable.
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2.4. User requirement specifications
56. User

paramount importance for all validation activities

requirement specifications are of
and should be generated for all GLP-relevant
computerised systems regardless of the system's
complexity. User requirement specifications should
describe the functions of a system and should be
based on a documented business process for the
system, and the applicable regulatory requirements.
An initial validation risk assessment should be
based upon an understanding of the business
and

processes, user requirement specifications

regulatory requirements.
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57. User requirement specifications should cover all
GLP-relevant functions of a system and should be
used in the risk assessment to identify critical
functions and activities.

appropriate  testing

Depending on a system's complexity, user
requirement specifications should be traceable to
any further specification documents, if applicable,
and test documentation generated throughout the

life cycle.
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58. If a provided system (purchased or hosted by a
supplier) contains more functions than needed, only
the GLP-relevant functions need to be tested.
Validation should also include functions that may be
used in non-GLP studies and that might interfere
with the use of the computerised system in GLP
studies. The other functions and/or functionalities
that are out of scope (i.e. not intended to be used)

should be identified but do not require testing.
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2.5. Quality Management system and support
procedures

59. Both the development of a computerised system
as well as the validation process should be governed
by a quality management system. There should be
adequate documentation that a system was
developed in a controlled manner and preferably
according to recognised quality and technical
standards (e.g. ISO 9001). If a system is developed
by a vendor, it is the responsibility of test facility
management to evaluate the vendor's system
development quality management system. The test
facility management should rely on risk assessment

when defining the evaluation strategy.
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2.6. Customised systems®

60. Customised systems are developed for a specific
use by a particular test facility (e.g. GLP study
specific data spreadsheet

capturing systems,

templates with formulas or macros, queries,
statistical applications or data evaluation systems,
etc.). Such computerised systems may also be
configured or coded specifically for one or more
GLP studies. As no experience from previous or
parallel use is available, customised systems bear
the highest intrinsic risk. There should be a process
the

systems that ensure the formal

in place for validation of customised

computerised
assessment and reporting of quality and
performance measures for all the life cycle stages of

the system.
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3 Source code of customised systems (or all software of the computerised system) in some OECD member
countries should be retrievable by the test facility management to provide the monitoring authority access
to the software code. This can be done by archiving a digital copy of the source code, escrow arrangements,

or written agreements.
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61. A written agreement between the supplier of the
customised system and test facility management
describing roles and responsibilities relevant to the
system and its validation is necessary. The
validation effort of the test facility management
should consider all quality relevant activities of the
supplier even at the supplier's business location.
Any outsourced activities or in-house supplier
activities should be part of the computerised

system’s life cycle.
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62. If a hosted application is a custom coded or
the

customised

configured application,

addressed both as a

system must be
and a

vendor-supplied system.
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2.7. Testing

63. Testing (e.g. installation testing, user acceptance
testing) should be carried out to ensure that a system
meets predefined requirements. It is test facility
management’s responsibility to understand the need
for testing and to ensure the completeness of the
tests and test documentation. Testing should be
based upon business process knowledge and
intended use of the system. Procedures should
describe how tests are conducted and clearly define
roles and responsibilities and documentation
requirements. It is the test facility management's
responsibility to decide on the depth and breadth of
the testing guided by risk assessment. Test facility
management should ensure that all systems,
including COTS systems, are tested and evaluated.
A supplier’s testing activity and documentation may
assist the test facility management in its validation
efforts and may supplement or replace test facility
testing. Test facility management should retain
evidence of testing regardless of whether the testing
is done by the test facility or by a supplier
demonstrating appropriate test methods and test
scenarios have been employed. In particular, system
(process) parameter limits, data limits and error

handling should be considered.
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64. The test facility management should consider a

method specific user acceptance testing to

demonstrate that the system is fit for performing a
specific GLP study (e.g. prove the suitability of a
system  performing a  typical  analytical
determination including calibration, measurements,

calculations and data transfer to a LIMS).
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65. An interface to change control procedures
should exist. When testing leads to system changes
these should be managed via change control.
Evidence of adequate testing could be provided by
maintaining records of internal testing results, or

records of vendor auditing.
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2.8. Data migration

66. Data migration may occur in the course of a
GLP study or after a study has been finalised. Data
migration should be part of the test facility
management's validation scope if GLP-relevant data
is affected regardless of the status of any GLP study
project. If study records are archived in an
electronic system, data migration may become

relevant.
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67. Where electronic data are transferred from one
system to another, the process must be documented.
It is test facility management’s responsibility to
ensure and demonstrating that data are not altered
during the migration process. Conversion of data to
a different format should be considered as data
migration (e.g. from a proprietary data format to
PDF). Where data are transferred to another
medium, data must be verified as an exact copy

prior to any destruction of the original data.
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68. Data migration efforts may vary greatly in
complexity and risks. Examples include:

a) version upgrades;

b) data conversions (from one database to another;
to another data format; software upgrade
related change of format);

c) same system migration (moving application;
data from one server to another); and

d) migration from a source to a target system.
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69. Migrated data should remain usable and should
retain its content and meaning. The value and/or
meaning of and links between a system audit trail
and electronic signatures should be ensured in a
migration process. It is the test facility
management's responsibility to maintain the link
between the readable audit trail or electronic

signatures and the audited data.
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2.9. Exchange of data

70. Communications related to computerised
systems broadly fall into two categories: between
computers or between computers and peripheral
components. GLP-relevant data may be transported
automatically, uni-directionally or bi-directionally,
from one system to another system (e.g. from a
remote data capturing system to a central data base,
LIMS,

chromatography data management system to a

from spreadsheets to a from a
LIMS, or from a spreadsheet to a statistics software
application). All communication links are potential
sources of error and may result in the loss or
corruption of data. Appropriate controls of
interfaces for security and system integrity must be
adequately  addressed  during  development,
validation, operation and maintenance. Electronic
data exchange between systems should include
appropriate built-in checks for the correct and
secure entry and processing of data. Network
infrastructure should be qualified. However, this
requirement is not meant to request validation of
standard communication infrastructure and its
procedures (e.g. the basic communication language
of the internet TCP/IP [Transmission Control

Protocol / Internet Protocol]).
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3. OPERATIONAL PHASE

71. All computerised systems should be operated
and maintained in a manner which ensures the

continuity of the validated state.

3. ERRRE
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3.1. Accuracy checks

72. Test facility management should be aware of all
GLP-relevant data entered manually into electronic
systems. It is test facility —management's
responsibility to adequately control any electronic
data entry system regardless of its complexity. Risk
assessment should be applied to identify the
potential for erroneous data entry and to evaluate
the criticality and consequences of erroneously or
incorrectly entered data. Risk mitigation strategies
should be described and implemented. This may
result in the need for additional manual and/or
electronic checks for the accuracy of entered data
by a second operator or electronic system. When
used, automated checks on data entry should be
included in the validation of a computerised system
(e.g. automatically applied validation scripts during
manual data entry), the depth of validation efforts
should be scaled based on risk assessment. The use
should be

excluded (e.g. uncontrolled use of spreadsheets). If

of invalidated data entry systems

manual control procedures are applied for manual
data entry, the procedure should be assured by
facilitate

adequate documentation which will

reconstruction of activities.
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3.2 Data and storage of data

73. When data (raw data, derived data or metadata)
are stored electronically, requirements for back-up
and archiving purposes should be defined. Back-up
of all relevant data should be carried out to allow
recovery following failure which compromises the

integrity of the system.
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74. Stored data should be secured by both physical
and electronic means against loss, damage and/or
alteration. Stored data should be verified for
restorability, accessibility, readability and accuracy.
Verification procedures of stored data should be risk
based. Access to stored data should be ensured

throughout the retention period.

74, BRIFT— 21X, WENTER OVE T T
DO FIZE > T, L, BEKD/ UIHS A
NOHREINDIRETHD, RIFT—XDEIR
ATREME, T2 B AN, REEE. IEfMEMEIZOWT
BRET 2 REThH D, RfFT — ¥ ORERFIRIL
JRAIR=ATHRETLHRETHDLH, 7T—FD
RAMMHEKEZE L CTRGET — 2 ~D7T 7 X
EHRT DRETH D,

75. Hardware and software system changes must
allow continued access to, and retention of, the data
without any risk to data integrity. When a system or
software is updated, it must be possible to read data
stored by the previous version or other methods
must be available to read the old data. Supporting
information (e.g. maintenance logs, calibration
records, configuration etc.) which is necessary to
verify the validity of raw data or to reconstruct a
whole study or parts of it should be backed-up and
retained in the archives. Software should be retained
in the archive if necessary to read or reconstruct

data.
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76. Regarding electronic records, test facility
management should have:

a) identified any study relevant electronic records
(e.g. raw data, derived data). It is necessary
that raw data are identified for each
computerised system no matter how raw data
are associated with it (e.g. by storage on an
electronic storage medium, by computer or
instrument printouts etc.);

b) assessed the criticality of the electronic records
for the quality of study results;

¢) assessed potential risks to the electronic records;

d) established risk mitigation procedures; and

e) monitored the effectiveness of risk mitigation

throughout the life cycle.

76. BRLEKICEAL T, EEEHEF I TOZ

EETHOTNDHRETH S,

a) R TORBREEDOE LKL FFELTND
B 2ix, 7 —%, JRET—F), a20€
2=V AT AT EIET X BRET
HVEMNS DL, TIUL, AT —F B ar
— AT AL EDOLICEHELTWS
D7y (B2 X, B R R~ DR
fFoara—2 IR L7 U 7
7 M EDOHT)

b) REEROMEIZR T 2 E kO EEE
ZRHEHL TV D

c) BT REA~DEIEN Y A7 ZFHIi L T\ 5

d) VAR TINEEZ ML TV D

e) T4 7H A I NBIRITHDIE > TY A7
DIFRAEE=H—LTWND

34/67




Japan Society of Quality Assurance

77. Regarding procedures, the test facility
management should describe how electronic records
are stored, how record integrity is protected and
how readability of records is maintained. For any
GLP-relevant time period, this includes, but may
not be limited to:

a) physical access control to electronic storage
media (e.g. measures for controlling and
monitoring access of personnel to server
rooms, etc.);

b) logical (electronic) access control to stored
records (e.g. authorisation concepts for
computerised systems as part of computerised
system validation which defines roles and
privileges in any GLP-relevant computerised
system);

¢) physical protection of storage media against loss
or destruction (e.g. fire, humidity, destructive
electrical faults or anomalies, theft, etc.);

d) protection of stored electronic records against
loss and alteration (e.g. validation of back-up
procedures including the verification of
back-up data and proper storage of back-up
data; application of audit trail systems); and

e) ensuring accessibility and readability of
electronic records by providing an adequate
physical environment as well as software

environment.
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78. Data storage should be considered for each
computerised system used to perform GLP studies
during the study phase and archiving period. It is
not necessary to include the evaluation in the study
documentation. However, test facility management
should have a policy to explain how data are stored
and how storage requirements are satisfied. This
information should be part of the system validation
documentation set. If the test facility hands over the
electronic study data to a sponsor, the responsibility

for the data transfers to the sponsor.
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3.3. Printouts
79. If data are printed to represent raw data, all
electronic data including derived data as well as
metadata and (information about data changes if
such changes are necessary to maintain the correct
content and meaning of the data) should be printed.
Alternatively all electronic records should be
verifiable on screen in human-readable format and
all

changes made to records, if such changes are

retained. This includes information about

relevant for the correct content and meaning.

3.3. FUYVErTOL
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3.4. Audit trails

80. An audit trail provides documentary evidence of
activities that have affected the content or meaning
of a record at a specific time point. Audit trails need
to be available and convertible to a human readable
form. Depending on the system, log files may be
considered (or may be considered in addition, to an
audit trailing system) to meet this requirement. Any
change to electronic records must not obscure the
original entry and be time and date stamped and

traceable to the person who made the change.

3.4. ESEEIREK
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81. Audit trail for a computerised system should be
enabled, appropriately configured and reflect the
roles and responsibilities of study personnel. The
ability to make modifications to the audit trail
settings should be restricted to authorised personnel.
Any personnel involved in a study (e.g. study
directors, heads of analytical departments, analysts,
etc.) should not be authorised to change audit trail

settings.
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82. A system should be in place that can ensures a
risk based review of the audit trail functions, its
settings and the recorded information. The test
facility management may consider, but should not
be limited to, individual events (e.g. user behavior,
suspected data integrity issues) to review the audit
trail records. Completeness and suitability of the
audit trail functions and settings may be considered.
should be

involved. A review of the audit trail functions

GLP quality assurance personnel

should be based upon an understanding of the use of
the system, the ability to modify the record and the
controls preventing malicious alterations of the

records.

82. VAT AL, EEAEFEMMERE & O EE K
VR ENTIEFRICOVWTY A/ R_R—RA L o
—BHEFEIITZADLIICR>TNDHERETH
%, EEEHFIL, BEAGEM S A L E e —T
L e Xz, ERIFES B, —F0fTHE),
T — X OEEENEDNOME) #BETDH
W7D THAIN, TNEITIZRET H &
TRV, EEAREEMERE &K OV DR EE D524
PEEHEMPEIZOWTIRRET T2 2 L1t o0 L
720, GLP OfEfEMERGEE M E 53 5~
ETH D, WHRIEPHEEDO L Ea—iX, VAT
LD, FGREMEED AR, BE O H 5 ik
WX AEBGIET 2 72D O A B 2 BRI
EONTYTHIRETH D,

83. The system should be able to highlight
alterations made to previously entered data both on
the screen and in any printed copies. The original
and modified entries should be retained by the
system. Audit trails may exist in some systems as a
record of changes supplemental to the view to the
data (on screen or printed). The original data should
be stored together with the modified data. For
example, any re-integrated chromatogram modified
for the purpose of recalculation should be marked

irrevocably.
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3.5. Change management and configuration
management
84. Test

appropriate

facility management should have

procedures  for  configuration
management and change management in the
operational phase. Both change and configuration
management should be applied to hardware and
software. Change control measures should ensure
that the of the

computerised system that may affect the validation

changes to configuration
status are introduced in a controlled manner. A
change should be traceable to appropriate change
and configuration control records. Procedures
should describe the method of evaluation used to
determine the extent of retesting necessary to

maintain the validated status of the system.
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85. Change control procedures should clearly define

roles and responsibilities for accessing and
approving changes and detail procedures for
assessing the change. Irrespective of the origin of
the change (supplier or in-house developed system),
appropriate information needs to be provided as part
of the change control process. Change control

procedures should ensure data integrity.
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86. The configuration of a computerised system
should be known at any point during its life cycle,
from the initial steps of development through to
retirement. The documented compliance of an
the

provisions of method validation is required to

analytical instrument's configuration with
demonstrate the adequate use of a computerised
system in a GLP study — regardless of its
complexity. Any GLP study result should be
traceable to the relevant and validated system
configuration to allow the verification of settings as

provided by the study plan or the relevant method.
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87. Changes may be required in response to
incidents or to facility/study specific purposes. After
modification or repair, the validation status of the

system should be verified and documented.
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88.  Modifications

automation (e.g. virus protection or operating

implemented by routine
system patches) should be part of formal change
control or configuration management. The absence
of change management for a computerised system

should be justified and based on risk assessment.
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3.6. Periodic review

89. Computerised systems should be periodically
reviewed to confirm that they remain in a validated
state, are compliant with GLP and continue to meet
(e.g.
responsiveness, capacity etc.). The review should

stated performance criteria reliability,
include, where appropriate, the current range of
functionality, deviation records, incidents, upgrade
history, performance, reliability and security that
may have affected the validation status of the
system. The frequency and depth of the periodic
review should be determined based on a risk
assessment considering complexity and GLP
criticality. The periodic review should take into
account any reported unexpected event that may
have affected the validation status of a system. The
suitability of the review activities and the

involvement of specialist personnel as well as

GLP-relevant  personnel (e.g. test facility
management, quality assurance, IT support
personnel, supplier etc.) should be justified.

Responsibilities of personnel involved in periodic
reviews of the validation status of computerised
systems should be defined. The need for an
interaction between the periodic review activities
the

considered depending on a risk assessment. Results

and incident reporting system may be

of periodic review activities and, when applicable,

remedial actions should be documented.
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90. Computerised systems of less criticality and less
complexity may be excluded from the review if the
exclusion is justified based on risk. A periodic
review may be unnecessary when major
(re-)validation activities have recently occurred and
could therefore be postponed. If no unexpected
events that may have affected the validated status
were reported, automated COTS systems may be
excluded from the review. A periodic user review
should be done when required (e.g. in the event of
organisational changes) or at least yearly as persons
and access roles may change. The user review

should also be done for COTS.
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3.7. Physical,
integrity

logical security and data
91. Documented security procedures authorised by
test facility management should be in place for the
protection of hardware, software and data from
corruption or unauthorised modification, or loss.
Appropriate physical and/or logical controls should
be implemented depending on the complexity and
criticality of a system and the requirements of the

organisation in which the system is operated.
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92. Suitable control methods for preventing
unauthorised physical access to the system (e.g.
computer hardware, communications equipment,
peripheral components and electronic storage
media) may include the use of keys, pass cards,
personal codes with passwords, biometrics, or
restricted access to specific computer equipment
(e.g. data storage areas, interfaces, computers,
server rooms, etc.). Creation, change, and
cancellation of access authorisations should be
should be

periodically reviewed based upon the criticality of

recorded.  Authorisation records
the process supported by the computerised system
and in case of relevant organisational changes in the

test facility.
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93. As maintaining data integrity is a primary
objective of the GLP Principles, test facility
management should ensure that personnel are aware
of the importance of data security, the procedures
and system features that are available to provide
appropriate security and the consequences of
security breaches. Such system features could
include routine surveillance of system access, the
implementation of file verification routines and

exception and/or trend reporting.
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94. For

“computer rooms” (e.g. personal computers and

equipment not held within specific
terminals), there should be access controls to the
area where the hardware is located (e.g. access
control to a building, a laboratory area, or a specific
room). Where such equipment is located remotely
(e.g. portable components and modem links)
additional measures may be taken that should be

justified and risk based (e.g. cryptographic control).
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95. It is essential that only qualified and approved
versions of software are in use. Any introduction of
data or software from external sources should be
controlled. These controls may be provided by the
computer operating system, by specific security
routines, by routines embedded into the applications
or by combinations of the above. Systems for data
and for document storage should be designed to
record the date, time and identity of operators

entering, changing, confirming or deleting data.
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96. The potential for corruption of data by a
malignant code or other agents should be addressed
if considered necessary. Security measures should
be taken to ensure data integrity in the event of both

short term and long term system failure.
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97.

authorisation policy should specify logical access

An appropriate and well maintained
rights to domains, computers, applications and data.
User privileges should be defined for operating
systems and applications, and should be adapted as
required by the organisation of the test facility and
in combination with the requirements of a particular
GLP study. Roles and responsibilities of personnel

granting user privileges should be defined.
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98. User privileges within a computerised system
should not interfere with the requirements for data
integrity. The activities of any GLP study personnel
should be traceable to the user privileges and
activities within all relevant computerised systems
and should be reflected in user privilege control
documents. Administrator rights should not be given
to persons with a potential interest in the data (e.g.
the laboratory role 'analyst' is not compatible with
the system role 'administrator' in a chromatography
data management system). A user should not have a
second role in a particular system that could

interfere with the requirements for data integrity.
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3.8. Incident Management

99. During the daily operation of the system,
records should be maintained of any problems or
inconsistencies detected and any remedial action
taken. The study director, test facility management,
quality assurance and, if appropriate, the sponsor
should be informed about incidents requiring
remedial action. The study director is responsible
for defining the criticality of incidents and for
assessing the impact on the study. The root cause of
an incident requiring remedial action should be
identified and should form the basis of corrective
and preventive actions. The priority for corrective
and preventative actions should be determined. It
should be possible to trace all incidents requiring
remedial action reported for a computerised system

to the affected GLP studies and vice versa.
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100. Incident records should be maintained with the
system documentation and periodically archived.
Incident records should be archived and stored with
the system relevant (validation) documentation as
incident reports are needed for monitoring and
periodic review. Test facility management should
have incident management interfaced or integrated
with change management, configuration
management, periodic review and training. Incident
review should be part of a periodic system

evaluation.

100. A 7 MNidgkzx v AT LGLEGE &
EHITHERF L, THIMCT — A 7 DHR&ET
b, AT MNREFETE=F IV T LE
WL E2—DEOICBBETH L0, v
TV RFLERET — A T LT, VAT LABEHRD
NV F—=a ) fiaFEL EBITRETD
REThDH, EEEHEETA 70 MEHE
EE XA M W~ A b EHRY
L E 22— KOG EREOHT 220, b Lk
ATEHERETHD, AT ML Ea—%E
72 27 LI O —BR L T H & Th 5.

3.9. Electronic signature
101. Electronic records may be signed electronically

by applying an electronic signature.

3.9. BFEA

101, EFLEkICITETFBAZHEH T2 L1
Ko TETIIIEL SNREBICT 2 ERT
x5,

102. Electronic signatures are expected to:

a) have the same legal consequences as a
hand-written signature at least within the
boundaries of the test facility;

b) be permanently linked to their respective
record(s);

¢) include the time and date that they were applied;
and

d) allow the identification of the signatory and the

meaning of the signature.

102. BT BAICKH LTI FOZ &ERHIFS

b,

a) P & LRBR O TIEFEEZ O
B4 LA TR R & o

b) TN ENDFLER & HARIIHE O T 5
5o

c) MHENT-HIEENRGENTWVD

d) BLEORER NELDEWRE 5 2%

103. An electronic signature function of a
computerised system should be addressed in the
requirements for the system and validated and
described in the system procedures. The test facility
management should have identified those records
which require a hand-written or an electronic
signature. It is test facility management’s decision
to rely on an electronic signature function if other
means are possible (e.g. printing and signing by
hand). The applied procedure should be described
adequately.

103. 2 B a—F by AT ADETEL e
IZDOWT, AT LELREIHIZERY L, N
T—a VETVD, VAT AFIEEICERT S
REThDH, EEEHEFIFEINIEFEL
LT HRERERIE L TR RNETh D,
fOFENFEETH H5E B IX, FllL T
FHEEXCTELT D) ETELERELHEHT 50
EOMERET L2OILESEHETH D, #H
FlEZ+3CFEik T2 _R&ETH D,
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104. Test facility management should ensure the
establishment of an electronic signature policy in
order to ensure the adequate use and maintenance of
electronic signature functions of a computerised
system. Personnel authorised to sign electronically
should be clearly identified by name and bound by
name to the electronic signature policy. A person’s
role in a GLP study should be reflected by the
meaning of the corresponding electronic signature
applied by a study relevant computerised system

and should be traceable to the system's authorisation

104, EEEHE T, 20 Ea—2 LT AT L0
B EAMEREOEY) i & R 2 iR T 572
WIZ, BFEBELRY —mMRITHET 5 &
Thd, BETEAOEADPT I TNDIHIT
AT CHRRIZRE S, ARTNC KV EFEL R
U —IZEOTITF 6N TNAERETH D,

GLP RBRIZI T 2 Y O&EFNL, REREED
O b a—H b AT AL CHEAESN DY
LETELOBERICKR I, AT AOHER
RERY > —F TEBATREE T 56 X&E Th D,
O a—H b AT LAOMBRORE S

policy. It might be necessary to adapt a | bZFEBREA OELHITHEILE S HLERH D)
computerised system's authorisation concept to | & LAL72\>,

study specific requirements.

105. Test facility management should ensure that | 105. JEEFIE 1L, D7 < & HRBRMER 72V L
the electronic signature is equivalent to the ﬁiﬁgﬁ%)ﬁ DA TIL, BEFBLDFEHEEEL
handwritten signature and its authenticity is | ERI%E TH Y, HIETH D I LITEEM O HIN
undisputable at least within the boundaries of the | 722 &L ZfEHEIZTHXEXTHDH, NAT—R

test facility or test site. Password re-entry should be
considered as a minimum requirement for an
electronic signature. The actuation of a function key
by a person logged into a system should not be

considered as an electronic signature.

DEHANZBTBLAORKREMSLTHXTH
Doy VAT AR TA L LTWDIEILLD T 7
Y7 aryd—COFINIETFBEL L AR IN
HRE TR,
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106. Metadata which are associated with the
electronically signed record should be clearly
identified (e.g. method settings and system
configuration if relevant for the electronically
signed analytical result etc.). The computerised
system’s signature function should ensure the
timeliness of the linkage between the electronically
signed record and the supporting metadata. It should
not be possible for the user to change an applied
electronic signature nor the link to the associated
metadata. If a change to an electronically signed
record or the supporting metadata occurs it should
be explained, (electronically) signed and dated by
the person responsible for the change. The impact of
the change to an electronically signed record or the
supporting metadata on the electronic signature
should be evaluated as the change invalidates the

electronic signature.

106. E B4 S NT-sk BT B A
BT — R EWRRICRET 5 & Th D (Bl 21X
BB SV OMTRERICEE T 5 X Y v Rk
Eﬁ%/XTA%& RERE), A a—24k
VAT ADOBLERRIC L o TEFBL SN
P MBI A 2T — &&#Mﬁ Vo7 3ivbd 2
EEMIEIZTHRXThHD, fEIN-ETE
LEBEA YT =X LD Y e —YNER
THIELEEFRELTHRETIEHRY, BETEL
SNTZROER I A 27— X OEFE R THi
%6, TOERICETEAT HHICEL - Tl
i, (B B4 3Sh, B RR&ES
HREThD, BENETBELEENLTCL
FE O, BFELINEHEUTIEFELD
A BT — 2 EEETTH DA 37 MZ
DWTFHii 5 & Th 5,
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107. Test facility management may apply a
“paper-based” procedure to sign records that are
printed from the electronic system. It should be
noted that paper printouts of an electronic record
may not contain all of the information that is
necessary to fully reconstruct the activities or
provide the full meaning of the data. Certain
supporting metadata relevant for the printed/signed
record may be kept electronically in a hybrid
solution. The use of such a hybrid system should be
fully explained in facility procedures and justified
via risk assessment. Based upon a risk assessment,
printing has to be done on a clear understanding of
the process and the information that will not be
captured in the printout. The hybrid solution should
be described clearly to identify all additional
electronic records or supporting metadata which are
represented by the printed and signed version of a
record. An appropriate system for version control
should ensure the timeliness of the linkage between
the printed/signed record and the electronically
maintained records. Access to modified or
superseded records for traceability of changes and
documentation of invalid results should be possible.
However those records should be excluded from
routine use. If a complete set of electronic records
and its printed analogue are maintained in parallel,
the test facility management should specify the
regulated record type in order to apply the
appropriate control procedure (e.g. if the complete
set of information of an analytical system is printed
and maintained electronically in parallel it should be
define which set of information is the regulated

one).

107. EEEFHEFIZIE VAT L0 LH ISR
HEEEICEBLT DO HER—2 ] OFEEX
HWHTHZENTE D, ETLEEOBE~DTY
T M, EEBOER R R T T —
X DFERIRBEROIRICVLERIERNETE £
NTWEDITTIERNWZ EICHEETHRETH
%o FR B4 Si-risklcBET 5 H 5D
WA 2T —H I3 A Ty RV Y a— gy
WL TEFOIHESZENTES, ZDLE)
A TV R AT AOMFRIZ W CIEEES
DFIEFIZBNTHITHHAL, VAT TEA
AU NEBUTESYETLHIRETHD, VAY
THEAAL MIFESNT, YV T T RMZIE
FRINI2NT B R EERIZ OV THIfEICE
fig L7z BT, FIRIZM TR T iudle H7e0,
ATy RYY a—3 g 2onTliE, itk
ORI « B4R TR SN 52 TOBNE 7ok
RN LAHBY A X T — X DNRFETE D X ) B
AN ENDHRETH D, N—Va VEHOD
T2 ODY e AT ML - T, HIRL B4 &
AT FLEk & BT HERF S 1L D R08k & D3RRI
Vo7 S3NDHZEEHMEIITLRNETHD, £
RO 25 R OFESCED FL—H Y 7
S DIZDIT, BRI XITHE-> TR b7z
RUERANDT VB AZFRRLTOIRETHD, -
7L, 2D OFET B FH M s HIbRsk
THREThDH, Eekd TORRBIKO—
Z [ ICHERF 2 G, EE B (L) /e =
v b e — )V FIAE T 5 72 DI H xSt ek
DR ET HRETHD B, oiry
AT AOSERTERBEIN S A5 & [FIRFICE
I HHEFF S LD GG, &6 b OIS ELHxf
RTHLONEWHICT HNETHD),
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3.10. Data approval
108. If a procedure includes an electronic data
approval process, the data approval functionality

should be included as part of the system validation.

3.10. F—4 &2

108. FIRICE 72T — X KRBT 0t ARG
ENDHEG. T KRR E VAT LN T
—aVORBRIIEDLRETHDH, KB

The approval process should be described in facility | & A Z fig D FIAEIZFIR L, AT ANTE
procedures and be performed electronically within | -HJIZEITTH & TH D,

the system.

3.11. Archiving 1. P—h47

109. With regards to archiving, this advisory
OECD GLP Advisory

Document Number 15 “Establishment and Control

document supplements

of Archives that Operate in Compliance with the
Principles of GLP”.

109. 7—HhA 7B LT, K7 KA H U —3L
#|X OECD GLP 7 K 34 H VU —3# No. 15
[GLP JFHITEST TR S5 & BRI
RELVEHR] Z2/MET5H0THD,

110. Any GLP-relevant data may be archived
electronically. The GLP Principles for archiving
must be applied consistently to electronic and
non-electronic data. It is therefore important that
electronic data is stored with the same levels of
access control, indexing and expedient “retrieval” as

non-electronic data.

110. GLP BE# T — X 132 CTEFWICT —HhA 7

THZENTED, BT —ZKOHEEST—
AIZxtL, —E LT, 7T—HhA 7235 GLP

FRIZ#EA L by, Znw 2 IZE
FF =L, TR ha— R LA
. @Y7 TV Y —7 ) IR L CIERE T —
LR CKETRIFESIND Z EDEETH D,

I11.

possibility of alteration or deletion of the archived

Viewing electronic records without the

electronic records or replicating within a
computerised system or to another computerised
system does not constitute “retrieval” of records.
Only when the possibility of alteration or deletion
should that be

“retrieval”, or

of the archived record exists,
considered access, withdrawal,

removal of records and materials. The archivist
should be able to control the assignment of "view
only" access to archived electronic data in order to
verify that the requirements for archived data are

met.

1l 77— A7 Sl ik e BB OB
THAREMED VR T, HHWIEa B —
AL AT AT DO a2 o ¥ a— 2 b AT
LB D AHEME D VR TC, Bk A
MBS 52 L, dko [V MU —7) 1213
WL, T—h0A 7 ST risk D2 T X 3H|
BROFTREMENSFAET DG DO, L&D
TrEA BIEHL, TV MU =T IKH
ERIRTRETH D, EEHRAFHRE HEEE
X7 —HA T ENT=T —ZIZBT D B0 -
SNTWDLZ EEMRT DD, T—hAT
ENTWEHEFT—Z~0 BESHEH 77%
AMEDE L ZHIFH CTE HRETH D,
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112. Electronic data should be accessible and
readable, and its integrity maintained, during the
archiving period. If a hybrid solution is chosen (i.e.
“paper-based” data and electronic data maintained
in parallel) the test facility management should
specify the regulated records for relevance in

archiving.

112, &7 —ZIE7—hA 7H/EHR, 778X
AIREZDOREE Y FIRE T, £ OFERMENHER S
TWAHRETHDL, M7 YUy KV Ya—s
YISERESN GG (Thbb, [ER—X] O
T—H BT — X NRRFCHERF S LD A |
EEEPLE LT — 0 A 7RIS EET 2 e 5
R EIEET HRETH D,

113. Electronic archiving should be regarded as an
independent procedure which should be validated
appropriately. A risk assessment should be applied
when designing and validating the archiving
procedure. Relevant hosting systems and data
formats should be evaluated regarding accessibility,
readability and influences on data integrity during
the archiving period. Consideration may have to be
given to archiving electronic data in an open format
that is independent from proprietary file format e.g.
from an instrument manufacturer. Where data

conversion is needed, the requirements from section

2.8 apply. The archivist, who holds sole
responsibility, may delegate tasks during the
management of electronic data to qualified

personnel or automated processes (e.g. access
control). For roles and responsibilities in the
archiving process refer to OECD GLP Advisory

Document Number 15.

113. BT — A 71, @AV T — =3
YIMTOND MDD & DN LT FNEE 2725
RETHD, T—HWATFIEDOKEENY T —
A IV AT TR RARA Y NEEAT HRE
Thd, T—hATHRPOT 7R LS S,
REE R OT — & O5e M3 2 2B L
T, BESTDIHRAT 4 VT VAT AR OT —H
ERXEFMT H & THDH, FIETTFLNTZT
7 A NVIER, Bl ITEEEREEE O O &35
D, A= T =~y NCOEFT —F DR
BEBRAT20ER™HI0E LR, T—H
BN VB AL 2 8O BN &b,
B CELZ2 A > T D EEHA ek & B ST
FiL, BT —XOEFHIIBWT, BHROH D
FIB 2Lt 20, BEE Y mERIZER
HIENTED Bz, 77k8A=a ba—
V) T —HA 7Tt BT HEE L EEIC
SWTIXOECD GLP 7 K31 # U —3#No. 15
S,
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114. Procedures have to be implemented to ensure
that the

electronically is not compromised. If data media,

long-term integrity of data stored
data formats, hardware or software of archiving
systems (not the data collection systems) change
during the archiving period, the test facility
management should ensure that there is no negative
influence on the accessibility, readability and
integrity of the archived data. The continuing ability
to retrieve the data should be ensured and tested.
Where problems with long-term access to data are
envisaged or when computerised systems have to be
retired, for continued
readability of the data should be established. This

may, for example, include producing hard copy

procedures ensuring

printouts or converting data to a different format or
transferring data to another system. If migration of
data including conversion to a different data format
or printing is relevant, the requirements of this
guidance for data migration should be met. Risk
change  control, configuration

should be

considered as relevant standard procedures when

assessment,

management and testing regime
changes in the archiving system are required. As
content and meaning of any electronic data should
be preserved during the archiving period, the
complete information package should be identified
and archived (e.g. raw data, meta-data necessary to
understand correctly the meaning of a record or to
reconstruct its source, electronic signatures, audit

trails, etc.).

114, BEBTFHIIRIFESNDT — X DFEREN R
HMicbhblzoTHRLNLZ EDRNEIIZT D
TOOFIAEHRE LR T e b2, 7—7h
AT VAT N (T—FNEEL AT A TIERW)
DT —ZPEAR T =2 N— U =7 X%
VT N =T NT — A 7 HHPICERE IS
e, EEEEEE, RESNLTHDLET =40
TIEALRLT S, AEtE R ORI
DRIXIRNZ LR BRI T HRETHD, 7T —
HBRICY R =T TE LI EEMEIC
L. SNETARNTDHRETHD, T—4~OD
EWIMIChi=2T 7 v 2CET 5 REN TS
nNa%e. HH0Fara—2 b AT L%
BEIE LR TSR B ARWEA T — 2 SR,
FRFEAIC BEA UL D £ D ICFIAEZRRE L2 T
e ben, fIZIE, N—FRav—=7FY 7
7 NOfERR, T AR OLH, BO Y AT A
DT —HERER ER DD, BiedT—H A
~OEBCHINZ &7 — % OBITRERT 2
Be., T ARBATICET DARTA X ADEE
il RETHDL, T—HWA T VAT LB
FOEENENZ 256G, VAT EARX Y
b, AHEEH, R~ A L NEOT R RE
FEARH] 2 BIRIEE TR E L TEET HRETH
by T—hA THIRHPICEFT —XONEEE
R KRDNIRNE DT HREROT, fHFl—
KERE L, RE LT HIE e 6720 (Bl 20,
BT —H | FREROEWRE IEMEICEMFT 5729,
XIFZE DT, EEA, BA R EA1E T
THIDITHEIRAZ T —H),
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115. If an electronically signed record is archived
electronically, its integrity should be ensured for the
relevant time period. The verification of the
integrity of the signed record, the supporting
metadata and the electronic signature should be
possible and subjected to evaluation within the

archiving period. The periodicity of the evaluation

115. BPMIICEL SN RRENETICT —
AT EINDEGE. TOZBEWENRT — A 71
MR SN D R&EThH D, B I Nk,
i A Z T — 2 R OE L DFERMEIZONT
DIERZFREL TRETHY . T ORI
T—HhA THRNICEHMiS b & Th D, 7F
HOBEEITESEEEN) A7 TEARA L MT

should be justified by the test facility management | 25OV TIEY{LT 5 & TH 5,
based on risk assessment.
116. In the study report, the study director should | 116. R A EIZIH T, ABRBETEHITE T

identify all GLP-relevant electronic data which are
subject to electronic archiving and the location of

the electronic archive.

— AT OB LI2DHETOH GLP HEEFT
— AL BAIT — A T OXIRE R ET DX
Th b,

117. Any data held in

computerised

support of relevant

systems, such as source code,
development, validation, operation, maintenance
and monitoring records, should be held for at least
as long as study records associated with these

systems.

117. V—=RA=a— R, B3, NV F—var | #
B, REFEELOE =X —flfkn Y, Yoy
Ea— XL AT LBV R— T 572 DICREF
SINTWLETOT—21F, Vel L bYiky
AT I BR T RBRELER & R U IR R EF S
nNoR&EThD,

118. No electronically stored data should be
destroyed without test facility management and,
where applicable, the sponsor's authorisation and

relevant documentation.

118. BFMIRF SN TV WNT — X %, e
EHE I NI Y T D55 LR E e H OFF
AR LIC, E-BRE A SCERRER e LICHEFEL
Tl B7eun,

3.12 Business continuity and disaster recovery
119. Provisions should be made to ensure the
continuity of support for computerised systems
which are used for GLP-relevant processes in the
event of a system breakdown (e.g. a manual data
entry or alternative computerised system). The time
required to bring the alternative arrangements into
use should be based on a risk assessment which
should be appropriate for a particular system and
the These

arrangements should be adequately documented and

business  process it  supports.

tested.

3.12 Bxitm L KEHIB

119. ¥ AT LR A OB, GLP Bi#E 7 1 & 2
R ENTWAS I B a—F by 2T LD
R— MR CX ARRB E BTV D
REThDH B2, FET —Z ANREE=
YEa— ST AT N REFERERBIED
TeOIZET DRI, FIED T AT Lk Zan
PR—FTHERAT o R @ LIz A
THEARAY MZESWHWTHRHNT 2 TH D,
29 LEREIZ Wil e E#H kL, 74
T HREThD,
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120. Procedures should be in place describing the
measures to be taken in the event of partial or total
failure of a computerised system. Measures may
range from planned hardware redundancy to
transition back to an alternative system. All
contingency plans need to be well documented and
validated and they should ensure continued data
integrity and that the study is not compromised in
any way. GLP personnel should be aware of such

contingency plans.

120. 2> B2 —H2 by AT LD E

XM ENIAE LG AISHE T DD AR
P LT-FIREZHEL T REThH D,
ZOXKITAN— KT = 7 OILEMEFHE D B A
VAT ASOBATE TEIRICDTZH, ATOR
AREHSEEX, i seE L LT T — |
SNDMERDHY, T — X Ok 7522t %
et L, WL CRRICEZ KT Z D0
DOTRITFHIT R BR, GLP EIZZ DX 57
BRSHSEHE IOV TR L TR R&ETH
D

121. Procedures for the recovery of a computerised
system should depend on the criticality of the
system, but it is essential that original or back-up
copies of all software in the version relevant for the
validated computerised system are maintained,
escrowed, or available by service level agreement.
If recovery procedures entail changes to hardware
or software, the validation requirements of this

guidance apply.

121, 2 Ea—2by A7 ADOEIBFNEIZ
AT LOEBEIE L DIZTHRETHD
N, N)F—hEnfarva—2s AT A
WERT A= D2 THOY 7 R 72T 0
FU VT NIeN ANy 7T T ar—n, f—
ERALAYLT T — A NMZEoTHERF SN D
N, HHREES N DD, HDWITRIHTRETH D =
EVBMETH D, BIBFIES NN— T =7 XX
V7 N 2T ODEEZHEDI DO THLGH
HAZ L AONRY) F— g VEAENEH S
el

122. Where an alternative data capturing procedure
is applied, if the manually recorded data is
subsequently entered into the computer it should be
clearly identified as such. The data entry process
should be validated and there should be a statement
that entered data is equivalent to the manually
recorded raw data. The manually recorded raw data
should be retained as the original record and
archived as such. The full retention period of the
manually recorded raw data is required. Alternative
back-up procedures should serve to minimise the
risk of any data loss and ensure that these

alternative records are retained.

122. (X7 — Z BUAATFIEN #H S, FEE
TR SINTET =2 RED%Ra L Ea—HIZA
THENTEHEIE, Z0Z L E2PMEICL TR
XThd, T—HXANNTaERIN) T— X
N, AMENT=T—ZITFEE TR SNE
T—HERILTHDEWV) MR ENMLETH
%, FEETRESNAET—ZTAFY T
DFtdkE LTHRbh, AU UFroitskd LT
T—NATENDERETHDH, TEETRRHES
NIET — 2 O+ R HRALETH 5,
RENRY 7T v TFECL > TT—FHEDY
AT BRI Z 65 KoL, AR
DHEFRIBFEEND LT HRETH D,
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4. RETIREMENT PHASE

123. The system retirement should be considered as
a system life cycle phase. It should be planned, risk
based and documented. If migration or archiving of
GLP-relevant data is necessary, risks to data should

be excluded and the requirements of this guideline

apply.

4. BRILBRE

123. AT LELEB AT L2DOT A 7% A7
ND—DDEREE BT _XETH D, BELITGE
Wi, YR R—XTHRFIE, XEELsh
HRETH D, GLP BT — % OBAT LT —
HA T PREIRIGE LT — 2~V A7 &bk
THRXTHY, KRUA X AOEMNHEH &
s,
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Appendix 1: Roles and Responsibilities AL 1 &E & B

Role Responsibility & HiE

Business The individual or organisation EURATrt BURATrER (flZ

Process responsible for providing the A —F X, ATERARERER) D7

Owner resources for a business process DEPFRMEO TS LA
(e.g. a preclinical trial) X YN A ES L

IT Personnel Personnel involved in the IT $824 35 a vt a—HFbT AT
purchase, installation  and L DEEN Pif K OPRSF
maintenance of a computerised BRI D LY E, &
system. Responsibility EIZEp 21X, ~—Fv
includes, for example, 2T KRN T v =T
operating and maintaining the DEM - R, Ny T
hardware and software, v I OFEN, AR
conducting backups, resolving ENEEND,
problems, etc.

Personnel Any person involved in H2UE aLEa—H{bT AT
validation, operation or support LDONYF =g v iE
of a computerised system. ATV A — Moo

% No

Quality (See ENV/MC/CHEM(98)17 {ERMELRAE (ENV/MC/CHEM(98)17

Assurance “OECD Principles of GLP”, TOECD GLP J5HI ],
(1997),2.2.8.) (1997 4F), 2.2.8.5H8)

Sponsor (See ENV/MC/CHEM(98)17 R (ENV/MC/CHEM(98)17
“OECD Principles of GLP”, TOECD GLP J5HI |,
(1997),2.2.5.) (1997 ), 2.2.5.5M)

Study (See ENV/MC/CHEM(98)17 BRI (ENV/MC/CHEM(98)17

Director “OECD Principles of GLP”, TOECD GLP J5HI ],
(1997),2.2.6.) (1997 4F), 2.2.6.5H8)

Supplier Third parties, vendors, internal VAPA A e g Y= RN—=F g RH
IT  departments,  service —. WEB IT #H, AR
providers including hosted TAY T —ERX T
service providers, etc. NA X reaieh—E A

Tansg ZRE,
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System
Owner / IT
Owner

Test facility
management

User

Validation
Director

The
responsible for the availability,

individual who s
support and maintenance of a
system and for the security of
the data that
system. The system owner is

residing on

responsible for ensuring that
the computerised system is
supported and maintained in
with
procedures. The System Owner
acts on behalf of the test

facility management. Global IT

accordance applicable

systems may have a global
system owner and local system
owners to manage local
implementation (see GAMP 5).

(See ENV/MC/CHEM(98)17
“OECD Principles of GLP”,
(1997),2.2.3.)

The personnel operating the
computerised system in a GLP
study.

A delegated person responsible
for a validation project.
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AT AA—F AT AOF| AT FTE.

ST A—F
T E B
2

NYF—g v

HiEH

PR — b RSFEEICX
LT, W Y% 2T
LZHDHT—HXDEX
2 VT 212 L TEE
RN, VAT LA
— L, 2o 2—%1k
AT LA FIEE
P> THR— &1
REFEND Z &2 ME
T HELEAD, VA
T A — S I E B
FORBEHD D, /8
— LT Y AT LD
H.7a— L AT A
F—Flta—HND3HE
ErEHET s —D
VAT DA —TFRE N
nNs2&bH%5 (GAMP
550),

(ENV/MC/CHEM(98)17
TOECD GLP J5HI].
(1997 ), 2.23.2/H)

GLP &BrlcBW\WT= v
Ba—X b AT %
BET B,

N TF—=varruy
=7 FOEEH,
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Appendix 2: Glossary B 2 HERfRR

Term Definition G TEFe

Acceptance The documented criteria S ANFEHE T AN A IERICET

Criteria that should be met to SHDLOIT, XUL51E
successfully complete a LB A 7o T 72012,
test phase or to meet 7=~ & F; s
delivery requirements. SR,

Acceptance Formal testing of a Z AT A K A2 —Z AT A

testing computerised system in its IZOWT o, Rk D
anticipated operating S ANFEHEN T2 S
environment to determine TWDHNE D, WIS
whether all acceptance AT LNFEEH T O
criteria of the test facility HIZSSbLnnE Hn
have been met and BHIET HIoHD, T
whether the system is SN 5 EMBREL TOIEX
acceptable for operational T AR,
use.

Authorisation An authorisation concept MIRORBE 2 HROBE TR L

concept is a formal procedure to 7k Tara—2 b AT
define and control access LD T 7 AR N2
rights to and privileges in YE o= AT A
a computerized system. BIFOHREZERZL, &

B 5 720 DIEX e FIA
Th o,

Back-up Provisions made for the Ny 7T 7 VAT MREE AT ET
recovery of data files or %O, T2 77 AN
software, for the restart of XIXTY 7 b7 DB
processing, or for the use H, LD, XIIfR
of alternative computer o v a—IEEDOMHE
equipment after a system Moz itbh b i
failure or disaster. i

Change Control ~ Ongoing evaluation and 2R A a—H LT AT A

documentation of system
operations and changes to
determine  whether a
validation  process s
necessary following any
changes to the

computerised system.
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Change
Management

Commercial
off-the-shelf
(COTS) product

Computerised
System

Change management is
the process of controlling
the life cycle of changes.

Software or hardware is a
off-the-shelf
product if

commercial
(COTS)

provided by a vendor to
the
available in multiple and

general public, if

identical copies, and if
implemented by the test

facility management
without or with some
customization.

“A computerized system
is a function (process or
operation) integrated with
a computer system and
by
personnel. The function is

performed trained

controlled by the
computer system. The
controlling computer

system is comprised of
hardware and software.
The controlled function is
comprised of equipment to
be

operating

controlled and
procedures

performed by personnel.”

PIC/S PI 11-3 “Good
Practices for
Computerised Systems in
Regulated GxP
Environments”

58/67

Japan Society of Quality Assurance

BRI AV
K

i Bk o BE 5
(COTS)

arta—2A4L
AT A

BRI A MIELTE
DIATHA I NVEER
TAH T ATHD,

V7 Ry =T XiIo— K
7T T, NUF—IZ L
> T—D N2 ITHRfES
NAH%EE. F—0OH 00N
HBAFTELHHE, £
TN ABZ~ A XTI LA L
LI L~A%~A4 XL
THEEEHREICEL > THE
EIhs5a1E, filko
ERLEL (COTS) THh D,

[ B a—H{bv AT

L, as B a—2Y
AT LE— KL, FIE
LTI E T Ko THEIT
SNHREE (FrtEAX
I$HE) ThDH, O
Bl Ba—Z 2T
LizrkooTCarre—u
Shb, 2vybhae—ILE
Toara—2T AT
NIN—KRo=T7 V7
N7 =7 THERR S LD,
oy ha—L X AKRE
iZar be—rInbiE
B EHYEFIC K - THET
SN DHEH FIATHER S
N5, ] PIC/S PI 11-3 JiH|
K5 GxP BRERIC T 5 =
VB a2—HbT AT LD
7= 8 (D3 1 5 fifh A v
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pr— YIRS BRTIR
SOFTWARE Pgljilé?)ugfés RU*E
| AND PEOPLE
Nn—kox7
HARDWARE | Fr—4 ';;7 ®il
1 EQUIPMENT
Firmware :m
(AvhO—LETS avko—LEhd
COMPUTER SYSTEM CONTROLLED FUNCTION LATL) HEXIETOEA
(Contralling Systam) OR PROCESS
aAVEa—2{EL AT A
COMPUTERISED SYSTEM
ERIEE
it o CERATING ENVIRONNENT HDFIFI—HHERIEREVET AL DAL E 1 —BES T s
systems_madia, people, aquipment and prnmnurpel {EG)‘}Z‘?'L‘ Fi{* J\ﬁ‘ %'ﬁ&Uf—"[ﬁi‘ ﬁ'{?}
Configuration A configuration is an HERER E W RCER E & I RE LA o
arrangement of functional BETHH, "—FRU=x
units and pertains to the T YT MU =T KOS
choice of hardware, DFERZ E'gﬁ’i'?“ DoV AT
software and L OERECTERE I BT
documentation. It affects Do
function and performance
of the system.
Configuration ~ Configuration management M~ R A M~ A MIFTE
Management comprises those activities ~ DIFRIZBITHa B
necessary to be able to —Z LT AT L& IEREIT
precisely define a ERTEDHLOITT DT
computerised system at a DIZHBEIRIEEN N DD,
certain time point.
Controlled Is a process or operation aryhr— S TIUEa—F AT AL
function integrated with a computer Ay = —IMb L7z AR a2 T 7
system and performed by NZE-oTHEITESNDLT
trained people. 2t A XFEETH S,
Corrective and The concept of corrective EHEEE T BEHEE O TR
Preventive and preventive actions By i ATFFE ST fcﬁ
Actions focusses on the systematic WL U R DIEEREIE
investigation of the root T B0, % @TE
causes  of  identified AR K DK% E’J i
problems or risks in an R BI5,
attempt to prevent their
recurrence or to prevent
occurrence.
Customized A computerised  system NAZIAARS FFEODE T RAT mt& A
computerised individually designed to Nicarva— &b THEBNCEE S
system suit a specific business 2L AT A Nizarva—424{hy *
process. 7 b
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Data
data)

Data (raw data)

Data approval

Data capture

(derived Derived data depend on

raw data and can be
reconstructed from raw data
(e.g., final concentrations
as calculated by a
spreadsheet relying on raw
data,

summarized by a LIMS,

result tables as

etc.).

Data (raw data) may be
defined as measurable or
descriptive attribute of a
physical entity, process or
event. The GLP Principles
define raw data as all
and

laboratory  records

documentation, including
data directly entered into a
computer  through  an
automatic instrument
which are the
primary
observations and activities

interface,
results of

in a study and which are
the
and

necessary for
reconstruction
evaluation of the report of

that study.

Data
locking

approval
data
collection, verification and

means
after

e.g. transformation to make
data suitable for use in
records.

Data capture are actions
that typically take place to
plan, collect, and verify
data
metadata elements.

and associated
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IRET — 2 134T —HIC
KIE L, ET =20 bH
RS DHZLNTED
(Bl z0E, EF7—HZITK
HFLTAT Ly Ry—h
WX o CHE I R&K
TEEE . LIMS (2 X - TEH
Shi-fERFER L),

T—% (ET—%) i
FREER, 7ot 2k
HLOMWE AIRE 72 et
LR RRE & L CES
THZENTES, GLP
JFAITIZAET —ZIizon
T, ABRiCBT D EE R
BIEK NEBIOFSETH
V. HEZABROBHE LW
WAL EFAm O 72 O T M
72, BEMEEE A X —T
T—AFBELTCIL
—HIZEBEASINDT
— X ERDETH, 2T
DR ETLER L P CE L
LTCERZL TS,

T AR E X, IUE,

. FLTHI 2R, T
— X TRtk e LT
HOCHELIZHDIZT S
eSO DML, T—H
Eay 735 EER
T 5,

T2 BUAR LR, T—
2 LR 2T — 2 B
ZEbE L, IVEE L. HERR
THEOIC—KRIZITPN
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Data migration

Deviation
(incident)
management

Electronic
record

Electronic
Signature

Data the
activity of e.g. transporting

migration  is

electronic data from one
computer system to
another, transferring data
between storage media or
simply the transition of data
from one state to another
[e.g. conversion of data to a
different format]. The term
“data” refers to “raw data”

as well as “metadata”.

Deviation (incident)

management comprises

those activities to identify,

document, evaluate and
when appropriate,
investigate in order to
determine the originating
causes of deviation
(incident)  to  prevent

recurrence.

Any combination of text,
data,
pictorial, or

graphics, audio,
other

information representation

in digital form that is
created, modified,
maintained, archived,

retrieved, or distributed by
a computer system.

An electronic measure that
can be substituted for a
handwritten signature or
initials for the purpose of
signifying approval,
authorisation or verification

of specific data entries.
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T— AT

Wl (T
> ) EE
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T—2BAT L 1X, Bl ZIE,
hHrava—FRT
EAMBRlOa B —H
VAT LSDEFT—H
DinE, FLEkRm o7
— X DERE &\ D RN,
FHLLITIH DIREEN DR
DARFE~D T — & D Hifili
eHERE (Bl 20X, Beb
FERA~DT — X% DA H#)
Thd, [T—%] L)
R (BT —% ] OV
BT —H| DI L EET,

L (AT b)) E
X, #h (T
R) O3ARRZHE L
THEZHIET 5720
2. FEE. CEfb. AR
K OENZS T, i
AT HOIEENI RS,

AL E2—H AT AIZ
F o TR, EIE, KRR,
T—=HAT7, U N —T
NiFBA END, TUH
NEXTOTHFR N, 7
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T=OICTFEZDESL XX
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Hybrid solution

(system)

Life cycle

Life
model

cycle

Co-existence of paper and

electronic  record and
signature components.
Examples include

combinations of paper (or
other non-electronic media)
records,

and electronic

paper
electronic

records and

signatures, or
handwritten signatures

linked to electronic records.

An
computerised

approach to
system
development that begins
with identification of the
user’s requirements,
continues through design,
integration,  qualification,
user validation, control and
ends

maintenance, and

when use of the system is

retired.
A life cycle model
describes the phases or

activities of a project from
conception until the product
is retired. It specifies the
relationships between
project phases, including

transition criteria, feedback

mechanisms,  milestones,
baselines, reviews, and
deliverables.
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Metadata

Operating
System

Peripheral
Components

Process

Metadata is data about data.
Metadata is
information used for the

any
identification, description,
and relationships of
electronic records or their
elements. Metadata gives
data

context, defines structure,

meaning, provides
and enables retrievability

across systems, and
usability, authenticity, and

auditability across time.

A programme or collection
routines
that
controls the operation of a

An
may

of programmes,
and  sub-routines
computer. operating
system provide
services such as resource
allocation, scheduling,
input/output control, and
data management.
Any interfaced
instrumentation, or
auxiliary or remote
components such as

printers, modems and

terminals, etc.

A process is a series of
actions designed to produce
a specified result. A process
defines required activities
and the responsibilities of
the personnel assigned to
do the work. Appropriate

tools and  equipment,
procedures and methods
define the tasks and

relationships between the
tasks.
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Qualification

Recognised
Technical
Standards

Regulated
record

Risk

Risk analysis

Risk assessment

Risk control

Action of proving that any
equipment including
software operates correctly

and is fit for its purpose.

Standards as promulgated
by national or international
standard  setting  bodies
(ISO, IEEE, ANSI, etc.)

to be

maintained or submitted by
GLP
regulated record may be

Is one required
regulations. A

held in different formats,

for example, -electronic,
paper, or both.
Combination of the

probability of occurrence of
harm and the severity of
that harm.

Estimation of the risk
associated with the
identified hazards. It is the
qualitative or quantitative
of the
likelihood of occurrence

process linking

and severity of harms.

Risk assessment consists of
the identification of hazards
the
evaluation

and analysis and
of
associated with exposure to
Risk

assessment is followed by

risks

those hazards.

risk control.
Process through which
decisions are reached and
protective

measures  are

implemented for reducing

risks to, or maintaining
risks  within,  specified
levels.
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Risk
identification

Risk
management

Risk mitigation

Security

Software

use of
identify
hazards referring to the risk

A systematic

information  to
question or  problem
description. Information
can include historical data,
theoretical analysis,
informed opinions, and the

concerns of stakeholders.

The concept of quality risk
management is described as
“a systematic process” for
the

communication and review

assessment, control,

of risks to the quality.

Actions taken to lessen the
probability of occurrence of
harm and the severity of

that harm.

The protection of computer

hardware and software
from accidental or
malicious  access, use,

modification, destruction or
disclosure. Security also

pertains to personnel, data,

communications and the
physical and logical
protection of computer

installations.

A programme acquired for
or developed, adapted or
tailored to the test facility
the
controlling

requirements for
purpose  of
processes, data collection,
data data

reporting and/or archiving.

manipulation,
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Source Code

User
requirement
specifications

User review

Validation

Validation
strategy

An

programme expressed in

original ~ computer

human-readable form
(programming  language)
which must be translated
into machine-readable form
before it can be executed by

the computer.

User requirement
specifications  define in
writing what the user

expects the computerised
system to be able to do.
Review of user access
rights and privileges

Action of proving that a
the
expected results. Validation

process leads to
of a computerised system

requires  ensuring  and
demonstrating the fitness

for its purpose.

The
defines in a document the

validation  strategy
process and all activities
related to each stage of
validation of computerised
system.
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Further definitions of terms can be found in the |
i

"OECD Principles of Good Laboratory Practice."

FEICOWTOE b7 5EFIT TOECD GLP it
I IZitdshTna,
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— AL N BAS QA BF9ES GLP ¥
FRE Y e
2016 4 8 H 1ERK
GLP FHI Kk ON#E AT =4V 7289 % OECD v J —X
No.17
GLP JFHID 2 v ¥ 2 — 2 by AT h~Dii
HEC - FIER xR

JR3 (JE5E) 1L OECD 2HLLF DX A MV TAREN TV,

OECD (2016), Application of GLP Principles to Computerised Systems, OECD Series on
Principles of Good Laboratory Practice (GLP) No. 17,
http://www.oecd.org/chemicalsafety/testing/oecdseriesonprinciplesofgoodlaborat
orypracticeglpandcompliancemonitoring.htm
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