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IoT (Internet of Things )

Introduction
With recent technological innovation, computer systems
using new technologies are being developed. For example,
the Internet of things (IoT), which provides measurement
and control via the Internet, is being introduced into home
appliances and analytical equipment, and in addition,
Computer Vision that aims to help machines make sense of
images is also being developed. However, these new
technologies are not yet widely used in GLP facilities in Japan.
Therefore, in order to promote the use of new technologies
in GLP facilities in Japan, we examined what new
technologies can be used in each process of GLP study.
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Points to be
checked by
QA personnel

• When using a measurement device that can control a
mobile device, the mobile device and the measurement
device should not be validated separately, but they
should be validated as one computerized system.
• Requirements for that system include, but are not limited
to:
→No access by unauthorized person during control using
wireless communications
→Data should not be stored in the mobile device.
→It is not interfered with by other applications in the
mobile device.
• It should be verified that the measurement equipment is
controlled by an authorized user and not by an
unauthorized user.
• Changes in the model of the mobile device that controls
the measurement equipment should be handled in
accordance with the change control procedure.
• When installing a new application on that mobile, it
should be verified that it is not affected by the change
control procedure.
• Control of mobiles for ensuring security
• Change control procedures, including process for
changing mobile device models or installing new
applications
• Confirmation of the operation according to the procedure
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Computer vision is used to convert the content recorded on paper into
electronic data to create a true copy.
Corrected records containing a single or double line, will be converted into
an audit trail.
After obtaining a true copy, the original paper records are discarded.
After the handwritten records are collected and learned, it is confirmed
that the system can recognize letters to the same degree as a person.
If corrected on a single or double line, the original entry is legible and
corrected entry is converted into an audit trail.
The types of available scanners should be identified.
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It should be verified that the system provides adequate character recognition
and audit trail creation when using the company's scanners.

Operation /
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Before the original paper records are discarded, QC checks should be made to
ensure that the true copy is equivalent to the paper record. QC checks should
be performed in accordance with the risk-based approach. For example, it
may be possible to omit checking the handwritten records of preparers for
whom authentic copies have been properly obtained in the past.
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CSV records during project phase as well as those during operation and
retirement phase
The risk-based QC checks before the original paper records are discarded

We examined the applicability of the new ICTs to the GLP studies and the expected validation method. It was concluded that even a system using
new ICTs would be validated by the conventional method in principle.
However, there are some differences:
•
For IoT-based systems, it is important to ensure security during wireless communications. In addition, it should be ensured that change control
related to mobile devices is appropriate.
•
Computer vision-based systems should be checked to ensure that true copies are properly made so that the original paper records can be
discarded. This includes verifying that QC checks are properly performed at the time the original paper records are discarded.

