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aver such problems have been solved by proper CSV. impleme ntation 8 na operational proceadure
settlng The computerized system which allows more objective and rigid management of data and records than
paper, has become a central core in GLP quality assurance.

Today’s innovative IT technologies have made remarkable progress and have been creating the products and
services we could not have previously imagined. New IT technologies have permeated our daily lives as common
services within a short period and are also expected to bring more efficiency within GLP facilities. However, the
introduction of innovative IT technologies has been hesitant in GLP facilities and they are hardly pervasive. This is
likely to be caused by difficulty in establishing the new method for quality assurance because there is a case in
which those IT technologies are hard to apply to the conventional CSV approaches. In order to overcome this, it is
important that the industry and regulatory authorities share the GLP’s future image brought about by innovative IT
technologies to seek problems and the counter-measures.

Therefore, the study group of Japan Society of Quality Assurance GLP Division 3 started the investigation by
envisioning the pictures of near-future GLP facilities which had introduced the latest IT technologies. From
considerations, we outlined “Prospects of innovation for GLP data storage based on blockchain technology” and
“Basic approach about quality assurance of Al products® on the poster.



Prospects of innovation for GLP data
storage based on blockchain technology

Blockchain technology is a method of recording data by
combining encryption technology on multiple computers that
make up a distributed network. It is widely known as the basic
technology for virtual currencies such as Bitcoin, but it is
expected to be applied to various fields.

Blockchain is resistant to tampering and all the participants
have the same chains, therefore, it is easy to restore lost data
with it. For that reason, blockchain can be a measure to solve
many problems in saving electronic raw data. Our team will
iIntroduce three models using blockchain in GLP data storage.
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Basic of blockchain

1. One block stores transactions, hash value of previous block, and the nonce.

2. The blocks are associated with each other by including the hash value of the
previous block in the new block.

3. Since the hash value is a unique character string that can be obtained by
performing a calculation on the data in a fixed procedure, even if one bit changes
the data will be a completely different value.

4. Blockchain have by connecting blocks that are related to

each other. (If you tamper with a block, you also need to tamper with all the blocks
that follow it)

Block #1 Block #2 Block #3

Hash value of previous Hash value of previous Hash value of previous
block (Block #0) block (Block #1) block (Block #2)

Nonce Nonce Nonce
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Basic of blockchain

5. When adding a new block to the blockchain, it must be approved by a consensus
algorithm such as Proof of Work.

6. Blockchain has because it is synchronized between nodes.
(Backups are held equally on all nodes)
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Model 1

Store the hash value of various data in a blockchain.
A hash value protected by the blockchain guarantee that data is a certified copy.

Data A

Facility: A
Hash value of Data A, Guarantee data .
Owner information authenticity Content: Study data
Date. etc ’ with hash value output from T°X|C|ty
U study system

Guaranteed
> regardless of file
size, file type, etc.

Data B
Hash value of Data B, Facility: B
Owner information, Content: Pathological
Date, etc. image data J

N

Hash value of Data C, Data C
Owner information, in Archive Area

Date, etc. of facility A
- Guaranteed
Data C’ (Copy > regardless of
Data C) oo
in cloud storage Orlgmal or copy,
storage location, etc.

:I'here is no risk of Data C” (Copy
information leakage of Data C)
i in USB
because blockchain itself =SS meme J Lowered the required level of
contains no data. management of stored data

allows the management cost
to be reduced.
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Model 2

Store various data itself in the blockchain as a archive storage.

Original data is protected by blockchain.
Huge storage is required to store data for all facilities that use the blockchain

consortium.

Data A (Packaged)
Facility: A

Content: Study data Archive Facility
output from Toxicity A
study system
Xrgzﬂq« %
I
Data B (Packaged) %Zi?.ff% % g
Facility: B lis, Othe,

Content: Pathological
image data

Ar ChiVe

Data C (Packaged)
Facility: C

Content: Analytical
data from HPLC

Facility
B

Since the blockchain is held in
each participating facility's server,
it is also effective for disaster
recovery.
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Model 3

Store each record of standardized raw data in a blockchain.
Use the blockchain as a database server for toxicity study system.

/ 7\ Single data record of
toxicity study system
/ Data A Read and write data Facility A
Facility:.A el Toxicity study system
Study #: 12345 database server. Application Server
Period:
Group:
Date:
Body Weight:
Signature:
o,
S0, 5
1:;3?"0/;@&80
: s Ot
Single data record of g

toxicity study system
/ Data B

Facility: B
------ Read and write data Facility B
. General Signs: directly using the ..
Single data record of e es e Toxicity study system
toxicity study system |  JJI T database server. Application Server

Data C
Facility: C

------ If the regulatory authority participates in the
blockchain consortium, application data can be

Facility C submitted by passing the access key to the data
from the applicant company to the authorities.
No need to submit SEND data!

Regulatory
authority
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Conclusion

Although each of three models has its own problems, it could
have a major impact on GLP data storage if realized. Model 1
may solve problems in authenticity assurance of the data
each facility possesses at low cost. In addition, it has a high
feasibility because its form has been already used
commercially. Model 2 is generally considered improper;
however, it will be able to be optimized if operated by a
consortium. Model 3 will realize an unprecedented platform
which unifies a series of the processes from data recording to
the submission to the authority, which would set a higher
hurdle. Nevertheless, blockchain has been expanded in
application in various fields and would make a paradigm shift
also in GLP.
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Basic approach about quality assurance of
Al products

Introduction

The internal process of Al p p\fJJJu tsisakl bﬂqch& bax from the
human perspective, but since the reliability can be guaranteed
by veritying the input / output, the black box does not pose a
problem in quality assurance. The issue of quality assurance
of Al products is that the internal process that derives the
result is changed by learning, and the process that is not
guaranteed the reliability affects the result.

As a method to solve this problem, we examined a model that
separates internal processes that change due to learning and

the results of internal processes with guaranteed quality.
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Model 1 Stopped learning model

Avoiding the risk of Al products learning during operation by not learning during
operation.

Guaranteed reliability

As a concern, the difference in the learning data up to the introduction and the data
input during operation may affect the output, but there will be no problem with Input
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Model 2 Human judge model

Avoid the risk of Al products learning during operation by incorporating a process of

ultimately making human judgments.

/Reliability is not guaranteed

e
\

Output

N

- Judge

The accuracy of output can be expected to be improved by continuing the learning at
the operation site, but in the case of machine learning, especially in the case of
supervised learning, there is a risk that correct output cannot be performed if human
judgment is not appropriate. Alternatively, in the case of deep learning, Al automatically
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Model 3 Learning environment isolation model
This is a model in which the learning Al runs in parallel in the background, performs

validation regularly, and if there are no problems, applies the learning results to the
learning stop Al.

Guaranteed reliability
i
(front)

Valida
tion

Reliability is
not guaranteed

Generating raw data while benefiting from learning can only be a validated system.
For the validation of learning Al, the method of inputting the audit data prepared in
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Model 4 Multiple concurrent model

In order to complement the human judge model, this is a model in which multiple Als
are operated in parallel and ultimately human judgments are made.

Guaranteed reliability

Input
fReIiabiIity is B
not guaranteed T T > Judge
Output3 ) @
€ 4

A combination of learning continuation Al, learning stop Al, and Al with different
algorithms and parameters. For example, in the case of a pathological image diagnosis
system, it is assumed that a person evaluates the findings of each Al to determine raw

The future of GLP brought about by new IT technologies sapan society of Quality Assurance, GLP Division, Study Group 3.



Conclusion

Which model is appropriate depends on the requirements to be applied,
but from the viewpoint of guaranteeing the reliability of a dynamically
changing black box, a common methodology can be considered. That is, to
understand what part is a black box, when and how it can change, and to
iIncorporate that part from the data generation process. Although four
models are presented in this paper, the methodologies can be summarized
as two: isolation of learning environment and human judge. Given this,
reliability assurance of Al products is not very complicated. It is necessary
to consider each Al product thoroughly, but it is not impossible.
Considering the merits of Al technology, there is no reason to deny its use.
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